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Abstract Interpretation [Cousot’77]

 Mathematical foundation of static analysis

— Abstract domains
* Abstract states

 Join (L))

— Transformer functions
* Abstract steps

— Chaotic iteration

e Structured Programs
e Abstract computation



Abstract (conservative) interpretation

abstract statement S abstract
representation abstract semantics representation

I concretization concretization!
I I

\ 4 \ 4

statement S

set of states set of states set of states

operational semantics
(concrete semantics)




Abstract Interpretation [Cousot’77]

 Mathematical foundation of static analysis
— Abstract domains

* Abstract states D, ;L,aljt’i Cl_le’s 0,
* Join (L)

— Transformer functions -
* Abstract steps functions

— Chaotic iteration

e Abstract computation

Fixpoints

 Structured Programs




Chains

d=d meansd=d andd+d’

An ascending chain is a sequence
X, E Xy o E X -

A descending chain is a sequence
X; O Xy .. T X ...

The height of a poset (D, ©) is the length of the
maximal ascending chain in D



Complete partial order (CPO)

 Aposet(D,Z)isacomplete partial if every
ascending chain x;, — x, = ... C X, ... has a LUB



Lattices

e (D,5, LI, T, L, T)is alattice if
— (D, ©) is a partial order
— VX &y D . LUXis defined
— Atopelement T
— VX &y D . MXis defined
— A bottom element L

e Alattice (D, 5, L, 1, L, T)is a complete lattice if
— LUIX and 1Y are defined for arbitrary sets



Example I: Sign lattice

x<0 x=0 x>0




Example Il: Powerset lattices

o (2X, <, U, N, G, X) is the powerset lattice of X
— A complete lattice



Domain Constructors

Cartesian products: 0<x A 0<y:

Disjunctive completion: x<0 V 0 < x

Relational product: (0<x A 0<y) V (0<x A y<0)
Finite maps: [L1 = x=T, L2 » x=0]

— |{L1, L2}| finite



Concrete Semantics



Collecting semantics

* For a set of program states State, we define

the collecting lattice
(23tate, —, (, N, I, State)

* The collecting semantics accumulates the
(possibly infinite) sets of states generated
during the execution

— Not computable in general



The collecting lattice

 Lattice for a given control-flow node v:
L =(25tte C U, N, I, State)

 Lattice for entire control-flow graph with
nodes V.

Lere = Map(V, L)

 We will use this lattice as a baseline for static
analysis and define abstractions of its
elements



Equational definition of the semantics
« R[2] =R[entry] U [x:=x-1] R[3]
* R[3]=R[2] N{s | s(x) >0}
* Rlexit] =R[2] N{s | s(x) <0} R[entry] entry
* A system of recursive equations

° : v
* Solution: concrete meaning of the R[2] ~if x > O

program




An abstract semantics

Abstract transformer for x: =x-1

R[2] = R[entry] L [[x : =x‘1]]# R[3] Abstract representation
R[3] =R[2] M {s | s(x) > 0}~ ot is | sbo < 0)
R[exit] = R[2] M {s | s(x) < O} R[entry] entry

A system of recursive equations

Solution: abstract ing of th Y
olution: abstraCt meaning o e R[Z]/z if x>0
program -
7’
— Qver-approximation of the concrete e
semantics /z’
7’
7’
e v

R[exit] exit R[B] x :=x -1




Abstract interpretation via concretization

abstract abstract

statement S

representation
of sets of states

representation
of sets of states

abstract semantics

I concretization concretization!
I I

statement S

set of states set of states [am set of states

collecting semantics




Can we always find a solution?



Monotone functions

* Let L,=(D,, E) and L,=(D,, E) be two posets
* Afunctionf:D; — D, is monotone if for every
pairx, y €D,
x = y implies f(x) = f(y)
* A special case: L,=L,=(D, E)
f:D—=D



Fixed-points z
L=(D, &, L, IM,LT)
f: D— D monotone
Fix(f) ={d | fld)=d }
Red() ={d | fid) =d} R
Ext(f) ={d | dEf(d) }
Theorem [Tarski 1955]

— Ifp(f) = MFix(f) = rRed(f) € Fix(f)
— gfp(f) = LUFix(f) = LUExt(f) € Fix(f) h

1. A solution always exist
2. It unique
3. Not always computable



Continuity and ACC condition

e letL =(D, 5, L, L) be a complete partial order
— Every ascending chain has an upper bound

* A function fis continuous if for every
increasing chain Y < D¥,

fLY)=L{Ay) | yeY}
| satisfies the ascending chain condition (ACC)

if every ascending chain eventually stabilizes:
d,cd,c..c=d =d, =..



Fixed-point theorem [Kleene]

e letL =(D, 5, L, L) be a complete partial order
and a continuous function f: D — D then

Ifp(f) = L pen /(1)

* Lemma: Monotone functions on posets
satisfying ACC are continuous



Resulting algorithm

e Kleene’s fixed point theorem
gives a constructive method
for computing the Ifp

Mathematical definition
pr(f) = |—|neN fh(J—)

Algorithm
d:=1
while f(d) + d do
d:=d Ll f(d)
return d




Correctness

* Transformer monotonicity is required for
termination — what should we require for
correctness?

e What is the connection between the two least

fixed-points of the concrete and abstract
semantics?



Abstraction/Concretization

Given two complete lattices
C= (D¢, =€, LIS, M€, LS T¢) — concrete domain
A= (DA A LA 114, 14, T4) —abstract domain
A Galois Connection (GC) is quadruple (C, o, v, A)
that relates C and A via the monotone functions
— The abstraction function o. : D¢ — DA
— The concretization functiony : DA — D¢
for every concrete element c&D¢

and abstract element g&D?
a(y(a)) E a and c = y(a(c))

Alternatively a(c) = a iff c = vy(a)
— Homework



Galois Connection: c = y(a(c))

The most precise
(least) element in
A representing ¢




Galois Connection: a(y(a)) = a

What a represents in C
C
(its meaning)




Properties of a Galois Connection

* The abstraction and concretization functions
uniquely determine each other:
v(a) = U{c | alc) Ea}
a(c)=M{a | c=y(a)}



Abstracting sets

* |tis usually convenient to first define the
abstraction of single elements

B(s) = a({s})
* Then lift the abstraction to sets of elements
a(X) = L4 {B(s) | s&X}



Inducing along the connections

Ll
¢ N— OCC’A M) (XA’ _O(.A’M((IC’A(C))




Sound abstract transformer

* Given two lattices
C = (DC’ ;C’ |_|C, |—|C’ J_C, —|—C)
A = (DA’ ;A’ |_|A’ |—|A’ J_A’ —|—A)
and GC“*=(C, a, v, A) with
* A concrete transformer f: D¢— D¢
an abstract transformer f* : DA— DA

* We say that f# is a sound transformer (w.r.t. f) if
* Ve aff(c)) E falc))
* Va: alfy(a))) =4 fa)



Transformer soundness condition 1
Vc: flc)=c’ = fF(alc)) = alc’)




Abstract (conservative) interpretation

abstract statement S abstract
representation abstract semantics representation

I concretization concretization!
I I

\ 4 \ 4

statement S

set of states set of states set of states

operational semantics
(concrete semantics)




Transformer soundness condition 2
Va: ffla)=a’= f(yla)) =Ey(a’)

C

Ll




Abstract (conservative) interpretation

Xx=x-1

0<x
abstract semantics

I concretization concretization!
I I

\ 4 \ 4

Xx=x-1
{x~>1, x~2, ...} , wma (X0, x~1, ...} (@& {x~0, x~1, ...}
operational semantics
(concrete semantics)




Best (induced) transformer
fla)= alfly(a)))

f o /f‘;‘

Problem: y
incomputable directly




Best abstract transformer [CC'77]

Best in terms of precision
— Most precise abstract transformer
— May be too expensive to compute

Constructively defined as
ff=acfoey
— Induced by the GC

Not directly computable because first step is
concretization

We often compromise for a “good enough”
transformer
— Useful tool: partial concretization



Negative property of best
transformers

e letff=aofoy
* Best transformer does not compose

a(f(f(v(a)))) = F(F(a))



a(fiftv(a) = f(f(a))




Soundness theorem 1

1. Given two complete lattices
= (D, =€, LIS, 116, 15, T9)
A= (DA A LA A J_A TA)
and GC“*=(C, o, v, A) with
2. Monotone concrete transformer f: D¢— D¢

3. Monotone abstract transformer f* : DA— DA
4. Yac D*: f(y(a)) = y(f*(a))

Then
Ifp(f) = y(Ifp(f*))
a(lfp(f)) = Ifp(f*)



Soundness theorem 1




Soundness theorem 2

1. Given two complete lattices
= (D, =€, LIS, 116, 15, T9)
A= (DA A LA A J_A TA)
and GC“*=(C, o, v, A) with
2. Monotone concrete transformer f: D¢— D¢

3. Monotone abstract transformer f* : DA— DA
4. Yce D: aff(c)) = fHalc))

Then
a(lIfp(f)) = Ifp(f*)
Ifp(f) = y(Ifp(f))



Soundness theorem 2




A recipe for a sound static analysis

Define an “appropriate” operational semantics

Define “collecting” structural operational
semantics

Establish a Galois connection between collecting
states and abstract states

Local correctness: show that the abstract
interpretation of every atomic statement is
sound

w.r.t. the collecting semantics

Global correctness: conclude that the analysis is
sound



Completeness

Local property:
— forward complete: Vc: off(c)) = a(f(c))
— backward complete: Va: f(y(a)) = v(f*(a))

A property of domain and the (best) transformer

Global property:

— a(lfp(f) = Ifp(F)

— Ifp(f) = y(Ifp(f*))

Very ideal but usually not possible unless we
change the program model (apply strong

abstraction) and/or aim for very simple
properties



Forward complete transformer
Ve: alf(c)) = a(f(c))




Global (forward) completeness




Backward complete transformer
Va: f(y(a)) = v((a))




Global (backward) completeness




Three example analyses

e Variable Equalities
* Constant Propagation
* Available Expressions



Combining GC and Transformers

e Cartesian Product

— L1 =(D,;, &y, Uy, My, Ly, Ty)
= (DZI :2) |—2) |_|2) J—ZI TZ)

- Ca rt(Ly, Ly) = (D1xDy St Uearts Meartr Learts Teart)
* Disjunctive completion
=(D, 5, LU, I, L, T)
— Disj(L) = (2%, =, L, My, Ly Ty)
e Relational Product
— Rel(L,, L,) = Disj(Cart(L,, L,))




Cartesian product of GCs

o GCC'A=(C, OLC'A, ,YA,C’ A)
GCC'B=(C, O(C,B’ .YB,C’ B)
e Cartesian Product
GCc,AxB — (C, O(C,A><B’ YAxB,C’ AXB)
— a“B(X) = (a“A(X), a“B(X))
— yPEAY) = yAHX) NyPE(X)



Cartesian product transformers
GCA=(C, atA, yAC, A) FA[st] :A— A
GCSB=(C, a8, vBC, B) FB[st] : B — B

Cartesian Product

Gcc,AxB — (C, OLC'AXB, YAxB,C’ AXB)
— a“B(X) = (a“A(X), a“B(X))
— yPEAY) = yAHX) NyPE(X)

FA<B[st](a, b) = (FA[st] a, FB[st] b)

Is this the best we can do?



Product vs. reduced product
collecting lattice CPxVE lattice

{[a~9,c~9]}

S~

{}



Reduced product

* For two complete lattices
Ly =(Dy, &y, Uy, My, Ly, T)
L, =(Dy, 5y, Ly, My, Ly, T))
* Define the reduced poset
D,MD, = {(dl,dz)eDlxD | (d,,d,) = awoy (d,,d,) }
Lll_lL (D 1|_|D 2/ —cart' |—|cart' |_|cart' J—cart' Tcart)




Transformers for Cartesian product

* Do we get the best transformer by applying
component-wise transformer followed by
reduction?

— Unfortunately, no (what’s the intuition?)
— Can we do better?
— Logical Product [Gulwani and Tiwari, PLDI 2006]



Combining Abstract Interpreters

Sumit Gulwani

Microsoft Research
sumitg@microsoft.com

Abstract

We present a methodology for automatically combining abstract
interpreters over given lattices to construct an abstract interpreter
for the combination of those lattices. This lends modularity to the
process of design and implementation of abstract interpreters.

We define the notion of logical product of lattices. This kind
of combination is more precise than the reduced product combi-
nation. We give algorithms to obtain the join operator and the ex-
istential quantification operator for the combined lattice from the
corresponding operators of the individual lattices. We also give a
bound on the number of steps required to reach a fixed point across
loops during analysis over the combined lattice in terms of the cor-
responding bounds for the individual lattices. We prove that our
combination methodology yields the most precise abstract inter-
pretation operators over the logical product of lattices when the
individual lattices are over theories that are convex, stably infinite,
and disjoint.

We also present an interesting application of logical product
wherein some lattices can be reduced to combination of other
(unrelated) lattices with known abstract interpreters.

Categories and Subject Descriptors D.2.4 [Software Engineer-
ing]: Software/Program Verification; F.3.1 [Logics and Meanings
of Programs): Specifying and Verifying and Reasoning about Pro-
grams;, F.3.2 [Logics and Meanings of Programs): Semantics of
Programming Languages—Program analysis

General Terms  Algorithms, Theory, Verification

Keywords Abstract Interpreter, Logical Product, Reduced Prod-
uct, Nelson-Oppen Combination

Ashish Tiwari

SRI International
tiwari@csl.sri.com

l

a, =0;a, =0
by =1 b, =F(1);
¢, =2 ¢, m2;

d, =3 d, = F(4).

|
a, = aq+l;a, =ay+2;
by< b, Truc | b, = F(b,). b, = F(b,);
' ¢, = F(2¢,-¢,). ¢, = F(c,):
d, = F(1+d,). d, = F(d,+1);

False

Assert(a,=2a,);
Assert(b, = F(b,)):
Assert(c,=c,).
Assert(d, = F(d,+1));

Figure 1. This program illustrates the difference between preci-
sion of performing analysis over direct product, reduced product,
and logical product of the linear arithmetic lattice and uninterpreted
functions lattice. Analysis over direct product can verify the first
two assertions, while analysis over reduced product can verify the
first three assertions. The analysis over logical product can verify
all assertions. F' denotes some function without any side-effects
and can be modeled as an uninterpreted function for purpose of
proving the assertions.



Logical product--

 Assume A=(D,...) is an abstract domain that
supports two operations: for xeD
— inferEqualities(x) ={ a=b | y(x) =a=b }
returns a set of equalities between variables that
are satisfied in all states given by x

— refineFromEqualities(x, {a=b}) = y
such that

* v(x)=y(y)
*yCX



Example



Information loss example

if (..)

b :=5
else

b := -5
if (b>0)

b := b-5
else

b := b+5
assert b==

{}
{b=3}

{b=-5}
{b=T}

{b=T}

{b=T}
can’ t prove



Disjunctive completion of a lattice

For a complete lattice
L=(D,& L, M,4L,7)

Define the powerset lattice

L\/ = (%D’ ;\/) |—|\/l?|—|\/l J—\/) T\/)? ? ?
C,=?  U,=? T[l,=? L,=? T,=7

Lemma: L, is a complete lattice

L, contams all subsets of D, which can be thought
of as disjunctions of the correspondmg predicates

Define the disjunctive completion constructor
L,, = Disj(L)



Disjunctive completion for GCs

o« GCGA=(C, aA, YA€, A)
GCC'B=(C, OLC'B, .YB,C’ B)
* Disjunctive completion
GCCPIA) = (C, oPA) YP(A), P(A))
— atPA(X) =7
—yA(Y) =2



Disjunctive completion for GCs

o« GCCA=(C, alA, yA€, A)
GCC'B=(C, OLC'B, .YB,C’ B)
* Disjunctive completion
GCCPIA) = (C, oPA) YP(A), P(A))
— aPAX) = {acA({x}) | xEX}
— yPAE(Y) = UfyPA(y) | yEY)
 What about transformers?



Information loss example

if (..)

b :=5
else

b := -5
if (b>0)

b := b-5
else

b := b+5

{}
{b=3}

{b=-3}
{b=5V b=-5}

{b=0}

{b=0}

assert b==0 proved



The base lattice CP

true

.

{x=-2} {x=-1} {x=0} {x=1} {x=2}

W

false




The disjunctive completion of CP

What is the height

of this Iaw

true

{x=-2} {x=-1} {x=0} {x=1} {x=2}
{x=-2Vx=0} {x=-2Vx=1} {x=1Vx=2}

{x=-2Vx=-1}

{x=-1V x=1Vx=-2}

{x=0V x=1Vx=2}

false




Taming disjunctive completion

Disjunctive completion is very precise

— Maintains correlations between states of different
analyses

— Helps handle conditions precisely

— But very expensive — number of abstract states grows
exponentially

— May lead to non-termination

Base analysis (usually product) is less precise

— Analysis terminates if the analyses of each component
terminates

How can we combine them to get more precision yet
ensure termination and state explosion?



Taming disjunctive completion

e Use different abstractions for different
program locations

— At loop heads use coarse abstraction (base)
— At other points use disjunctive completion

 Termination is guaranteed (by base domain)
* Precision increased inside loop body



With Disj(CP)

while (..) {

if (..)

b :=5
else

b := -5
if (b>0)

b := b-5
else

b := b+5

assert b==0



Disj(CP)

With tamed Disj(CP)

CP ——  while (.) f{

if (..)

b :=5
else

b := -5
if (b>0)

b := b-5
else

b := b+5

assert b==0



Reducing disjunctive elements

* Adisjunctive set X may contain within it an
ascending chain Y=aC bC c...

 We only need max(Y) — remove all elements
below



Relational product of lattices

- ( 17 —1) |—|11 |_|1) J—]_) Tl)
= ( 27 —2; |—|2; |_|2) J—ZI Tz)

D1xD
Lrel - (2 ' 2' —rel’ |—|rel' |_lrel' rel’ Trel)
as follows:

— L, = Disj(Cart(L,, L,))

Lemma: L is a complete lattice

What does it buy us?

— How is it relative to Cart(Disj(L,), Disj(L,))?
What about transformers?



Relational product of GCs

o« GCCA=(C, aCA, yAC, A)
GCC'B=(C, O(C,B’ .YB,C’ B)

* Relational Product
GCc,P(AxB) — (C, aC,P(AxB)’ YP(AxB),C’ p( AXB))
— aC,P(AxB)( X) =7
_ YP(A><B),C( Y) =7



Relational product of GCs

o« GCGA=(C, aA, YA€, A)
GCC'B=(C, O(C,B’ .YB,C’ B)

e Relational Product
GCc,P(AxB) — (C, aC,P(AxB)’ YP(AxB),C’ P( AXB))
— oLPAB)(X) = {(atA({x}), a“B({x})) | xEX}
— YPABLE(Y) = Uy C(ya) NYE(Ys) | (VaVs)EY)



Function space

GCEA=(C, alA, YA€, A)
GCSB=(C, aCB, y&<, B)
Denote the set of monotone functions from A to B by A—B

Define || for elements of A—B as follows
(a,, b)) U (a,, b,) = if a,=a, then {(a,, b,Li; b,)}
else {(a,, b,), (a,, b,)}

Reduced cardinal power

GCC,A—>B — (C’ O(C’A_)B, ,YA—>B,C’ A_>B)

— a“*75(X) = L{(a“A({x}), a“5({x})) | xEX}

— yA7EY(Y) = U{YA'C(VA) M YB'C(yB) | (Y VE)EY}
Useful when A is small and B is much larger

— E.g., typestate verification



Function space

GCEA=(C, alA, YA€, A)
GCSB=(C, aCB, y&<, B)
Denote the set of monotone functions from A to B by A—B

Define || for elements of A—B as follows
(a,, b)) U (a,, b,) = if a,=a, then {(a,, b,Li; b,)}
else {(a,, b,), (a,, b,)}

Reduced cardinal power

GCC,A—>B — (C’ O(C’A_)B, ,YA—>B,C’ A_>B)

— a“*75(X) = L{(a“A({x}), a“5({x})) | xEX}

— yA7EY(Y) = U{YA'C(VA) M YB'C(yB) | (Y VE)EY}
Useful when A is small and B is much larger

— E.g., typestate verification



Widening/Narrowing

BN

4




How can we prove this automatically?

RelProd(CP, VE)

Reached fixed-point after 19 iterations.
. . Solution = {
public void loopExample() { v[e] : (true, true)
. . V[1] : (true, true)
int x = 7; v[2] : (x=7, true)
while (x < 1000) { V[3] : (x=7, true)
V[4] : (true, true)
++X; V[7] : (true, true)
} V[5] : (true, true)
’ V[6] : (true, true)
if (!(X == 1%9)) V[8] : (true, true)
error("Unable to prove x == 1800!"); 3%231’:(2‘;3;};:33)
} V[12] : (true, true)
V[11] : (true, true)
}
1 possible errors found.




Intervals domain

* One of the simplest numerical domains

 Maintain for each variable x an interval [L,H]
— L is either an integer of -
— H is either an integer of +o

* A (non-relational) numeric domain



Intervals lattice for variable x

[-00,+00]

P N\

[-00,-1] [-00,-1] [-00,0] [0,+0]  [1l,+0] [2,+0]
[-20,10]
[-10,10]

[_21_1] [_110] [011] [1/2] [213]

... [-2,-2] [-1,-1] [O0,0] [1,1] [2,2] ...



Intervals lattice for variable x

Dint[x] = { (L,H) | Le-00,Z and HEZ,+o and L<H}

1

T=[-00,+00]

C =7

- [1,21=[3,4]?

—[1,4] = [1,3] ?

- [1,31=[1,4]?

— [1,3] = [-00,+00] ?

What is the lattice height?




Intervals lattice for variable x

Dint[x] = { (L,H) | Le-00,Z and HEZ,+o and L<H}

1

T=[-00,+0]

C =7

—[1,2] = [3,4] no

—[1,4] = [1,3] no

—[1,3]=[1,4 yes

— [1,3] = [-0,40]  yes

What is the lattice height? Infinite



Joining/meeting intervals

e [a,b] LI[c,d]="
—[1,1] U [2,2] =7
—[1,1] U [2, +o0] = ?

e [3,b] M [c,d] ="

—[1,1] M [1,40] =7

* Check that indeed xCy if and only if x_ly=y



Joining/meeting intervals

* [a,b] U [c,d] = [min(a,c), max(b,d)]
—[1,1]1 1 [2,2] = [1,2]
—[1,1] U [2,+0] = [1,+00]
* [a,b] 1 [c,d] = [max(a,c), min(b,d)] if a proper
interval and otherwise L
—[1,2]11[3,4] =L
—[1,4]1 1M1 1[3,4] = [3,4]
—[1,1] M [1,+] = [1,1]
* Check that indeed xCy if and only if x_ly=y




Interval domain for programs

D" [x] = { (L,H) | Le-o0,Z and HEZ,+0 and L<H}
-or a program with variables Var={x,...,x,}
DINt[Var] =7?




Interval domain for programs

D" [x] = { (L,H) | Le-o0,Z and HEZ,+0 and L<H}
-or a program with variables Var={x,...,x,}
DM [Var] = D'"[x,] X ... X D"t[x,]

How can we represent it in terms of formulas?




Interval domain for programs

DIMt[x] ={ (L,H) | Le-0,Z and HEZ,+x and L<H}
-or a program with variables Var={x,...,x}

DM [Var] = D"[x,] X ... X D"[x,]

How can we represent it in terms of formulas?

— Two types of factoids x=c and x=c
— Example: S = A{x=9, y=5, y<10}

— Helper operations
° C+ +00 = +00

* remove(S, x) =S without any x-constraints
e Ib(S,x)=k if k£x<m
e ub(S,x)=m if k<sx<m



Assignment transformers

o [x:=cl#S="?

e [x:=yl#Ss="

o [x:=y+c#S=7

o [x:=y+z#S="7
o [[x:=y*c#S=">
o [x:=y*z[#s="




Assignment transformers

o [x:=c]#S=remove(S,x) U {x=c, x=c}

e [x:=y[#S=remove(S,x)U {x=Ib(S,y), x<ub(S,y)}

o [x:=y+c[#S =remove(S,x) U {x=Ib(S,y)+c, x<ub(S,y)+c}

o [x:=y+z[|# S =remove(S,x) U {x=Ib(S,y)+Ib(S,z),
x=<ub(S,y)+ub(S,z)}

o [x:=y*c[#S=remove(S,x) Uif c>0 {x=Ib(S,y)*c, x<ub(S,y)*c}
else {x=ub(S,y)*-c, x<Ib(S,y)*-c}

o [x:=y*z[#S=remove(S,x) U ?




assume transformers

« [assume x=c[#S="7?

« [assume x<c[#S="7?

« [assume x=y[#S="

* [assume x=c[#S="



assume transformers

* [assume x=c[# S =511 {x=c, x=c}

e [assume x<c[# S =51 {x=c-1}
« [assume x=y[# S =51 {x=Ib(S,y), x<ub(S,y)}
* [assume x=c[#S="




assume transformers

* [assume x=c[# S =511 {x=c, x=c}

e [assume x<c[# S =51 {x=c-1}
* [assume x=y[# S =511 {x=Ib(S,y), x<ub(S,y)}
* [assume x=c# S = (ST {x=c-1}) LI (ST {x=c+1})




Chaotic iteration

* Input:

— AcpolL=(D,E, L, L) satisfying ACC

— ["=LxLx..xL

— A monotone function f: D"— D"

— A system of equations { X[i] | f(X) | 1=i<n}
e Output: Ifp(f)
A worklist-based algorithm

fori:=1tondo
X[i] ==L
WL ={1,...,n}
while WL = & do
j := pop WL // choose index non-deterministically
N := F[i](X)
if N = X[i] then
X[i] :=N
add all the indexes that directly depend on i to WL
(X[j] depends on X]i] if F[j] contains X[i])
return X




Concrete semantics equations

public void loopExample() {
R[0] int x = 7; R[1]
R[2] while (x < 1008) {
R[3] ++X; R[4]
]
RIS] if (!(x == 1000))
R[6] error("Unable to prove x == 1000!");

]

] = {x€Z}

1] = [x:=7]

2] = R[1] U R[4]

1=R[2] N {s | s(x) < 1000}
4] =[x :=x+1] R[3]

5] =R[2] N {s | s(x) = 1000}
6] =R[5] N {s | s(x) = 1001}

O 0 0 0 0 0 XN
AU, WN RO




Abstract semantics equations

public void loopExample() {
Rlo] int x = 7; R[1]
R[2] while (x < 1008) {

R([3] ++X; R[4]
b
RIS] if (!(x == 1008))
R[6] error("Unable to prove x == 10080!");
]

= o({x&Z})

= [x:=7]*

= R[1] LI R[4]

2] I a({s | s(x) < 1000})

=[x :=x+1]* R[3]

=R[2] T a({s | s(x) = 1000})

= R[5] I a({s | s(x) = 1001}) LI R[5] I'T a({s | s(x) =999})

X X0 X0 X0 XNV X0 XN
I
pe)




Abstract semantics equations

public void loopExample() {
R[0] int x = 7; R[1]
R[2] while (x < 1008) {
R[3] ++X; R[4]
]
RIS] if (!(x == 1000))
R[6] error("Unable to prove x == 1000!");

]

=

L1 R[4]

] 1 [-00,999]

+[1,1]

1 [1000,+]

] 11[999,+00] LI R[5] [ [1001,+00]

2 0 X0 X0 XV X0 X0
oounpksWwWNPEO

D DI DD
N WN P




Too many iterations to converge

[

Iteration 3981: processing V[8] = Interval[x==1@@0](V[6]) // if x == 1808 goto return
V[8] : false
V[6] : and(x=1000)
V[8]"' : and(x=1008)
Adding [V[12] = Join_IntervalDomain(V[8], V[1@]) // return]
workSet = {V[12]}
Iteration 3982: processing V[12] = Join_IntervalDomain(V[8], V[1@]) // return
V[12] : false
V[8] : and(x=1@08)
V[1e] : false
V[12]' : and(x=1000)
Adding [V[11] = V[12] // return]
workSet = {V[11]}
Iteration 3983: processing V[11] = V[12] // return
V[11] : false
V[12] : and(x=1008)
V[11]" : and(x=1@00)
Adding []
Reached fixed-point after 3983 iterations.
Solution = {
v[e] : true
V[1] : true
V[2] : and(x=7)
V[3] : and(x=7)
V[4] : and(8<=x<=1000)
V[7] : and(7<=x<=1000)
V[5] : and(7<=x<=999)
V[6] : and(x=1000)
V[8] : and(x=1000)
V[9] : false
V[1e] : false
V[12] : and(x=1008)
V[11] : and(x=1008)
¥
@ possible errors found.
Writing to scotOutput\IntervalExample.jimple
Scot finished on Wed Jun 12 ©6:24:14 IDT 2013
Soot has run for @ min. 1 sec.|



How many iterations for this one?

public void loopExample2(int y) {
int x = 7;
if (x <y) {
while (x < y) {
++X;
}

if (x !'=y)
error("Unable to prove x = y!");



Widening

Introduce a new binary operator to ensure
termination

— A kind of extrapolation

Enables static analysis to use infinite height
lattices

— Dynamically adapts to given program

Tricky to design

Precision less predictable then with finite-
height domains (widening non-monotone)



Formal definition

For all elementsd, L1d,Ed, V d,

For all ascending chainsd,Ed, Ed, C ...
the following sequence is finite (stabilizes)
~ Yo =dq
- yi+1=yivdi+1
For a monotone function f : D—D define
— Xy =1
- Xi+1=Xivf(Xi)
Theorem:
— There exits k such that x,,, =x,

— x.cRed(f) ={d | deD and f(d) = d }



Analysis with finite-height lattice




Analysis with widening




Widening for Intervals Analysis

¢ 1V [c,d] =][c, d]
* [a,b] Ve, d]=]
ifa<c
then a
else -oo,

ifb=d
then b
else o



Semantic equations with widening

public void loopExample() {
R[0] int x = 7; R[1]
R[2] while (x < 1008) {
R[3] ++X; R[4]
I
RIS] if (!(x == 1000))
R[6] error("Unable to prove x == 1000!");

]

0] =T
1] =1[7,7]
2] =R[1] LI R[4]
2.1] = R[2.1] V R[2]
] =R[2.1] 1 [-0,999]
3] +[1,1]
= R[2] 1 [1001,+c0]
= R[5] 1 [999,+] LI R[5] 1 [1001,+x]

X 0 X0 X0 0 X0 10 X0
I




Non monotonicity of widening

0,11 v [0,2] =7
0,2] v [0,2] =72




Non monotonicity of widening

0,1] v [0,2.
0,2] v [0,2.

0, ]
0,2]




Analysis with narrowing




Formal definition of narrowing

Improves the result of widening
VEXxX=yLC (XAy)C x
For all decreasing chains x, =3 x, 3...
the following sequence is finite (stabilizes)
— Yo=Xp
= Vi1 TVi A Xiyg
For a monotone function f: D—D
and x.eRed(f) ={d | deD and f(d) = d }
define
— Y, =X
=~ Yin =yiAf(yi)
Theorem:
— There exits k such that vy,,, =y,



Formal definition of narrowing

Improves the result of widening
VEX=YyLC (XxAy)C x

For all decreasing chains x, = x, =...
the following sequence is finite

— Yo = Xo
~ Y1 =Y A X
For a monotone function f: D—D
and x,cRed(f) ={d | deD and f(d) = d }
define
— Yy =X
— Yin=ViA f(yi )
Theorem:
— There exits k such that vy,,, =y,
— y.eRed(f) ={d | deD and fld) = d }



Narrowing for Interval Analysis

* [a,b] A 1L=]a, b]
* [a,b] A, d] =]
if a =-0
then c
else a,
if b =00

then d
else b

]




Semantic equations with narrowing

ublic void loopExample
i m@kt X =7, i R“R . {

R[z .
while (x < 1800) {
R[3 X R[4]

R@i

af (1(x == 1000))
(6] error("Unable to prove x == 1008!");

0] =T
1] =1[7,7]
2] =R[1] LI R[4]
2.1] =R[2.1] A R[2]
] = R[2.1] M [-0,999]
= R[3]+[1,1]
= R[2]# M [1000,+0]
= R[5] 1 [999,+] || R[5] 1 [1001,+00]

X X0 X0 X0 X0 0 X0 0
I




Analysis with widening/narrowing

e TWO phases public void loopExample() {
int x = 7;
— Phase 1: analyze while (x < 1000) {
with widening until X
converging }
. if (!(x == 1000
— Phase 2: use.values (er('ror("Unabii to prove x == 1000!");
to analyze with )
narrowing
Phase 1: Phase 2:
R[O] =T R[O] =T
R[1] = [7,7] R[1] = [7,7]
R[2] = R[1] LI R[4] R[2] = R[1] LI R[4]
R[2.1] = R[2.1] V R[2] R[2.1] = R[2.1] A R[2]
R[3] = R[2.1] [T [-00,999] R[3] = R[2.1] I [-00,999]
R[4] = R[3] + [1,1] R[4] = R[3]+[1,1]
R[5] = R[2] 1 [1001,+0] R[5] = R[2]# 1 [1000,+c0]

R[6] = R[5] 1 [999,+0] || R[5] I [1001,+c0] R[6] = R[5] 1 [999,+c0] | | R[5] I [1001,+c0]



Analysis with widening/narrowing

Reached fixed-point after 23 iterations.
Solution = {
v[e] : true
V[1] : true
V[2] : and(x=7)
V[3] : and(x=7)
V[4] : and(8<=x<=1000)
V[7] : and(7<=x<=1000)
V[8] : and(x>=7)
V[5] : and(7<=x<=999)
V[6] : and(x>=1008)
V[9] : and(x=1000)
V[1e] : and(x>=1@@1)
V[11] : and(x>=1@@1)
V[13] : and(x>=10@0)
V[12] : and(x>=1000)
}

Starting chaotic iteration: narrowing phase...

workset = {v[e], V[1], V[2], V[3], V[4], V[7], V[8], V[5], V[6], V[9], V[10], V[11], V[13], V[12]}
Iteration 24: processing V[@] = true // this := @this: IntervalExample

v[e] : true

v[e]' : true

workSet = {v[12], Vv[1], V[2], V[3], V[4], V[7], V[8], V[5], V[6], V[9], V[1e], Vv[11], V[13]}



Analysis results widening/narrowing

-

Iteration 44: processing V[1] = AssignTopTransformer(V[@]) // this := @this: IntervalExample
V[1] : true
v[e] : true
V[1]' : true

Reached fixed-point after 44 iterations.

Solution = {
v[e] : true
V[1] : true

V[2] : and(x=7)
V[3] : and(x=7)
V[4] : and(8<=x<=1000)
V[7] : and(7<=x<=1000)
V[8] : and(7<=x<=1000)

V[5] : and(7<=x<=999) . . .
V[6] : and(x=1000) = PreC|Se |nvar|ant
V[9] : and(x=1008) —

V[1e] : false

V[11] : false

V[13] : and(x=1008)

V[12] : and(x=1008)
}
@ possible errors found.
Writing to scotOutput\IntervalExample.jimple
Soot finished on Wed Jun 12 ©6:47:24 IDT 2013
Soot has run for @ min. @ sec.



