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research problem

• verify non-blocking data structures with 
explicit memory management



non-blocking  
concurrent data structures

• stack, queue, set	


!

• highly concurrent	


• no global locks protecting the entire DS	


• fine grained concurrency	


!

!

!



research problem

• verify non-blocking data structures with 
explicit memory management	


• memory safety	


• no memory leaks	


• no anomalies due to reallocation (ABA)	


• correctness (atomicity)
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• non-blocking concurrent data structures	


• stack, queue, set	


• challenges	


• interference	


• pointers	


• dynamic allocation (malloc)	


• deallocation (free) 

• reallocation (free ; malloc)
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int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

= 0

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

= 0

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

= 0

1

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

= 0

1

int *C;



concurrent counter (with GC)
C 0

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

v

n
s

= 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

concurrent counter (with GC)
C 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



no GC ⇒ memory leaks

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

int inc() { 
 int v, *s, *n; 
 n = new int; 
 do{ 
  s = C; 
  v = *s; 
  *n = v + 1; 
 }while(!CAS(&C,s,n)); 
  
 return v; 
}

C 0

1

int *C;

CAS(&C,s,n)≔ 
 <if(C==s) 
    C=n;  
    return true 
  else 
    return false>

1

v

n
s

= 0



naive fix
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• grace periods	


• same logical idiom for invariant preservation
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 } 
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∀t,s. (HP[t]=s since C=s)⇒allocated(s)

C≠s

∀t<i.C≠s since	
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(Invariant is preserved)



grace-based synchronization

• grace invariant: ∀t,s. grace periodt,s         	


• ∀t,s. t guards s  since  s was shared  then  s is allocated	


• ∀t,s.      Gt,s          since        Rs                  ⇒               As	


!

!

!

★tautology:  (¬Rs  since ¬Gt,s ) ⇒ ¬(Gt,s since Rs)

➡ t1 reclaim s: 	


  ∀t. ¬Rs    since   ¬Gt,s 	


   ∀t. C≠s since  HP[t]≠s

➡ t access s:           	


  Gt,s            since   Rs	


  HP[t]=s since C=s   	
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temporal separation logic

R, G, I  ⊢ { P }  C  { Q }

P, Q = {(   ,         ), ... } ⊆ Σp×Σs*  p s s s

I = {          , ... } ⊆ Σs*  s s s

Rt,Gt = {            , ... } ⊆ Σs×Σs  s s(    ,    )

ω = (   ,         )p s s s ∈ Σp×Σs*
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temporal separation logic

R, G, I  ⊢ { P }  C  { Q }
temporal logic, separation 
logic, rely/guarantee, local 
actions, stability, temporal 
assertions, spatial resource 
invariants, local/shared state 
partitioning, permissions, 
temporal invariant

P, Q = {(   ,         ), ... } ⊆ Σp×Σs*  p s s s

I = {          , ... } ⊆ Σs*  s s s

Rt,Gt = {            , ... } ⊆ Σs×Σs  s s(    ,    )

ω = (   ,         )p s s s ∈ Σp×Σs*

σ =  (   ,    ) ∈ Σp×Σs  p s



proof (retire)
Figure 5 An annotated code of a simplified retire() procedure.

1 {V � p 7!
m

⇤ Ftid ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true ^ p 7!
e

⇤ true }
2 void retire(int* p) {

3 {V � p 7!
m

⇤ 9A. detached 7! A ⇤D(A) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true ^ p 7!
e

⇤ true }
4 insert(detached ,p);

5 {V � 9A. detached 7! A ⇤D(A) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
6 if (nondet ())

7 {V � Ftid ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
8 return;
9 Set used;

10 {V � 9A. detached 7! A ⇤D(A) ^ used = ; ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
11 while (! isEmpty(detached )) {

12 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ^A 6= ; ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
13 bool my = true;
14 Node *n = pop(detached );

15 {V � my ^ 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ⇤ H ⇤ 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true }
16 for (int i = 0; i < N && my; i++) {

17 {V � my ^ 0  i < N ^ 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ⇤
18 H ⇤ 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true ^ 80  j < i. 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true since HP[i] 6= n ⇤ true }
19 if (hHP[i] == niId)
20 my = false;

21 {V � 0  i < N ^ 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ⇤
22 H ⇤ 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true ^ (my ) 80  j  i. 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true since HP[j] 6= n ⇤ true )}
23 }

24 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7!
m

⇤ n 7!
e

⇤ true ^
25 H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true ^ (my ) 80  j  N. 9y. y 6= n ^ C 7! y ⇤ y 7! ⇤ true since HP[j] 6= n ⇤ true )}
26 if (my) {
27 h ; iTake;
28 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ⇤ n 7! ⇤ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
29 free(n);
30 } else {
31 insert(used , n);
32 }

33 {V � 9A. detached 7! A ⇤D(A) ⇤D(used) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
34 }

35 {V � detached 7! ; ⇤D(used) ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
36 moveAll(detached , used);

37 {V � Ftid ^ H ⇤ 9y. C 7! y ⇤ y 7! ⇤ true }
38 }

Figure 3 The spec of an abstract set with master permission to
elements in the shared state.

{9A. s 7! A ⇤D(A) ⇤ p 7!
m

^ p 7!
e

}
insert(s, p) {9A. s 7! A ⇤D(A)}

{9A. s 7! A ⇤D(A)} b = isEmpty(s)

{9A. s 7! A ⇤D(A) ^ ((b ^A = ;) _ (¬b ^A 6= ;))}

{9A. s 7! A ⇤D(A) ^A 6= ;} retval = pop(s)

{9A. s 7! A ⇤D(A) ⇤ retval 7!
m

^ retval 7!
e

}

{P} sync {8t. P since ¬rcu[t]}

{P} sync {8t.¬(rcu[t] since ¬P )}

P = ¬(C 7! x ⇤ true)
P is stable

I = 8t. (rcu[t] ⇤ true since C 7! x ⇤ true) ) x 7!
e

⇤ true

5.4 Epoch

I = 8t. (LEpoch[t] = k since C 7! x ⇤ true) ) x 7!
e

⇤ true
(note that the since clause is equivalent to LEpoch[t] =

k since LEpoch[t] = k ^ C 7! x ⇤ true. So, if I saw something
when I was in a certain epoch, it will not disappear while I’m in the
same epoch. In particular, you might try to recast the invariant in
terms of the global epoch.

This invariant is analogous to the ones in hazard/RCU algo-
rithms, so the reader doesn’t have to do much to establish the since
clause. However, it puts a lot of proof burden on the reclaimer. It
might be that there are other formulations that spread the proof bur-
den in a different way.

Inc: need to ensure the cell c is still there when I dereference it
Establish the premiss of I: requires establishing that the epoch

can’t change more than 1 ahead of where you are

7 2012/5/6



summary
• Hazard Pointers [Michael’02]	


• non-blocking reclaim, single reading of hazard array, dynamic allocation of hazard 
pointers, non-blocking stack, reuse of next-pointer 	


• RCU [McKenney Slingwine’98]	


• first formalization	


• Epoch [Fraser Haris’03]

★ invariant:  ∀t,s. Gt,s since Rs ⇒ As

★ tautology:  (¬Rs  since ¬Gt,s ) ⇒ ¬(Gt,s since Rs)



related work
!

• separation logic [Reynolds, LICS’02] [O’Hearn+ POPL’01]	


• CSL [O’Hearn, TCS’07]	


• Stack + HP in CSL [Parkinson+, POPL’07]	


• reductions [Elmas+, POPL’09]	


• R/G Separation Logic [Vefiadis, PhD.’08]	


• temporal separation logic [Fu+, CONCUR’10]	


• interval temporal logic [Tofan+, ICTAC’11]



future work

• Pass the Buck [Herlihy+, DISC’02]	


!

• weak memory



conclusions

• since operator as abstraction of histories	


• natural specification	


• complicates logic	


!

• programming patterns ⇒ proof patterns	


• simplify proofs using specialized rules



thank you!



“weirdnesses”
int *C;

int inc() { 
 int v,*s1,*s2,*n; 
 n = new int; 
 do{ 
  do{  
     s1 = C; 
     HP[tid] = s1; 
     s2 = C; 
  }while(s1 != s2); 
  v = *s1; 
  *n = v + 1; 
 }while(!CAS(&C,s1,n)); 
 HP[tid] = null; 
 reclaim(s1); 
 return v; 
}

reclaim(s) { 
 i = 0; 
 do{ 
  do{  

skip 
}while(HP[i]== s); 

!
  i = i + 1; 
 } 
  
 free(s); 
}

int *C; 
int *HP[TNUM];

is s1 shared?	

(C=s1?)

guard s1

use s1

unguard s1

C ≠ s

ti does not 
guard s
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int *C;

int inc() { 
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 do{ 
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int *C; 
int *HP[TNUM];

is s1 shared?	

(C=s1?)

guard s1

use s1

unguard s1

C ≠ s

ti does not 
guard s

s1 reallocated 
⇒ “reguarded”

ti might guard 
s	


s1 might get 
deallocated


