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Abstract Interpretation [Cousot’77]

e Mathematical framework for approximating
semantics (aka abstraction)

— Allows designing sound static analysis algorithms
* Usually compute by iterating to a fixed-point

— Computes (loop) invariants
* Can be interpreted as axiomatic verification assertions

* Generalizes Hoare Logic & WP / SP calculus



Required knowledge

v'Domain theory
v’ Collecting semantics
v’ Abstract semantics (over lattices)

v’ Algorithm to compute abstract semantics
(chaotic iteration)

* Connection between collecting semantics and
abstract semantics

e Abstract transformers



Recap



Posets

* Poset: A set (D, =) equipped with a partial order
— Poset = Partially-ordered set
—Eg.,D=2° ==C

* Join: Least upper bound (LI)

— disanupperboundon X €D ifvd' € X.d' Ed

—distheLlUBon X € D if
e disaUBon X
e Ifd”"isanUBonXthend = d"

* Meet: Greatest lower bound (1)



Chains

* A chainis a countable increasing sequence
<X> = Xy Ex, E ... suchthat x,eX

* The least upper bound on <x,>in X is the LUB in X of
its elements



Complete Partial Orders

 Complete partial order (cpo): A partial order L= (D, = )
is complete if every chain in D has a least upper bound
alsoinD
— (Naturals, <) is not a CPO
— (Naturals, U {00} ,<)isa CPO

* A cpo with a least (“bottom”) element L is a pointed
cpo (pcpo)

» [ satisfies the ascending chain condition (ACC) if every
ascending chain eventually stabilizes:
d,=Ed,E..Cd =d_ ,,=..
— Hence, Lis a CPO 7



Constructing (P)CPOs

e |f D and E are (pointed) cpos, then so is their

e Cartesian product:
—DxE: (X,Y)Epe (X ,y )iffxSyx andy=y’

* Finite maps:
—D—E: f=f iff Vd e D: f(d) =, f (d)



Complete Lattices

* Let (D, =) be a partial order

(D, 2) is a complete lattice if every subset has
— greatest lower bound
— |least upper bound

— Recall: A CPO has a LUB for every chain

* L=(DI;I |—|I |_|IJ—I T)



Constructing Complete Lattices

For two complete lattices
L - (Dll -1 |—|11 |_|11 J—]_I Tl) and L2 = (DZI ;21 |—|2) |_|21 J—z: Tz)

Cartesian prOdUCt. Lcart _Cart(LllL ) (D XDZ’ —cart’ |—|cart' |_|c01rt1 J-aorrt' Tcart)
— (X0, X)) Ecare Vo ¥2) Iff X 51V %5, Y5

Finite maps: L,,, =Map(V, L) =(V->D, =, Uy, My Lvon Ty
- fiE,,. e YveV.fi(v)Ef(v)

Disjunctive completion (Powerset): L, = Disj(L,)=(2P1, ., Ly, My, Ly, T)
- XC,Yiff VxeX.dyeY .xo,y

Relational product: L, = (2P2P2 =, U0 Moy Lrep Tre)
— L, = Disj(Cart(L,,L,)
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Monotone functions

* Let L,=(D,, E) and L,=(D,, E) be two posets
* Afunction f: D, — D, is monotone if for every
pairx,y € D,
x = y implies f(x) = f(y)
* A special case: L,=L,=(D, E)
f:D—>D



Knaster-Tarski Theorem

e Let f: L »L be a monotonic function on a
complete lattice L

* The least fixed point Ifp(f) exists



Extensive/reductive functions

e Let [=(D, =) be a poset

* Afunction f: D — D is extensive if for every
x € D, we have that x = f(x)

* A function f: D — D is reductive if for every
x € D, we have that x = f(x)



Fixed-points

L=(D, 5 LT, L, T)
f: D — D monotone
Fix(f) ={d | fld)=d}
Red(f) ={d | id)=d} EEEH-
Ext(f) ={d | d=f(d) }
Theorem [Tarski 1955]
— Ifp(f) = MFix(f) = MRed(f) € Fix(f)

— gfp(f) = LIFix(f) = LIExt(f) € Fix(f)

1.Does a solution always exist? Yes
2.If so, is it unique? No, but it has least/greatest solutions
3.1f so, is it computable? Under some conditions...
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Continuous Functions

e letL=(D, 5, L, L) be a complete partial order

— Every ascending chain has an upper bound

* A function fis continuous if for every
increasing chain Y C D¥,

AUY) =L{ fly) | yeY'}

* Lemma: A continuous function is monotonic



Continuity vs. Monotonicity

* A monotonic function maps a chain of inputs
into a chain of outputs:

Xo E X E... = f(xg) E f(xy) E ...
* |tis always true that: LI <f(x.)> = (L, <x.>)

* But f(Ll,<x>) = LI <f(x,)> is not always true



Fixed-point theorem [Kleene]

e LletL =(D, 5, L, 1) be a complete partial order
and a continuous function f: D — D then

Ifp(f) = Ll pen /(1)

 Lemma: Monotone functions on posets
satisfying ACC are continuous



Resulting algorithm

e Kleene’s fixed point theorem
gives a constructive method
for computing the Ifp

Mathematical definition
pr(f) = |—|neN fh(J—)

Algorithm
d:=_1
while f(d) + d do
d:=d Ll f(d)
return d




Collecting Semantics

* Fixpoint-based definition of the program
semantics

— Think of a program as a CFG



The collecting lattice

* Lattice for a given control-flow node v:
L =(2%%te, C U, N, I, State)
 Lattice for entire control-flow graph with
nodes V:
L = Map(V, L)
* We will use this lattice as a baseline for static

analysis and define abstractions of its
elements



Equational definition of the semantics

* Define variables of type
set of states for each

R[entry] entry

control-flow node
* Define constraints

between them

Rlexit] exit R[3]@ x := x - 1




Equational definition of the semantics

R
R
R

A system of recursive equations

2] = R[entry] U [x:=x-1] R[3]
3] =R[2] N {s | s(x) > O}

exit] = R[2] N {s | s(x) <0} R[entry] entry

R[Z]?, if x >0

Rlexit] exit R[3]@ x := x - 1




Fixed point example for program

R[O] = {xeZ}
R[1] = R[0] U R[4]
R[2] =R[1] N {s | s(x) > O}
R[3] =R[1] N{s | s(x) <0}
R[4] = [x:=x-1] R[2]
d F(d) : Fixed-point

xel xel

entry — entry

0\ 0.\

xeZ if x>0 xcZ| if x>0
Ve Ve
k k
exit x = x-1 exit x = x-1




Equation systems in general

Let L be a complete lattice (D, =, |, I, L, T)
Let R be a vector of variables R[O, ..., n] € Dx... xD

Let F be a vector of functions of the type
f:Dx---xXxD—>D

A system of equations
R[O] = f[O](R[O], ..., R[n])

;{.[n] = f[n](R[O], ..., R[n])
In vector notation R = F(R)



F(R) is monotonic

e Special cases of monotonic functions:
—Join: f(X, Y)=X11Y
— For a set X and any function g: F(X) ={g(x) | x € X}

* The collecting semantics function is defined using
— Join (set union)
— Meet (set intersection)

— Semantic function for atomic statements lifted to sets
of states

* L is a Lattice, hence has a fixpoint



Abstract Semantics

e Over-approximating the collecting semantics



An abstract semantics

Abstract transformer for x:=x-1

R[2] = R[entry] L [I:x . =x_1]]# R[3] Abstract representation
RI3] = R[2] 11 {s | s(x) > O}—— Lot bs | sbe) <)
R[exit] = R[2] 1 {s | s(x) < O} R[entry] entry

A system of recursive equations

R[Z]?, if x >0

Rlexit] exit R[3]@ x := x - 1
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Chaotic Iterations

e An algorithm to compute the abstract fixpoint



Resulting algorithm

e Kleene’s fixed point theorem
gives a constructive method
for computing the Ifp

Mathematical definition
pr(f) = |—|neN fh(J—)

Algorithm
d:=_1
while f(d) + d do
d:=d Ll f(d)
return d




Chaotic iteration

* Input:

— AcpolL=(D, 5, LI, 1) satisfying ACC

— "=l xLx..xL

— A monotone function f: D"— D"

— A system of equations { X[i] | f(X) | 1<i<n}
e OQOutput: Ifp(f)
A worklist-based algorithm

fori:=1tondo
X[i] =1
WL ={1,...,n}
while WL = J do
j := pop WL // choose index non-deterministically
N := F[i](X)
if N = X[i] then
X[i] :=N
add all the indexes that directly depend on i to WL
(X[j] depends on X[i] if F[j] contains X[i])
return X




Constant propagation example

entry
X = 4; ¢
while (y#5) do x := 4
Z = X;
x = 4
-------------- if (*)

assume y=5

i

exit

—

assume y#5

N
N le—] N l—
v

1o

"




Constant propagation lattice
* For each variable x define L as

/ not-a-constant
/N
-2 -1 0 1 2

1
\i no information

* For a set of program variables Var=x,,...,x
["=LxLx..xL
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Write down variables

entry
X = 4; ¢
while (y#5) do x := 4
Z = X;
x = 4

romnnennneeed if (%) j
¢ 1

assume y=5 assume y#5

i

exit

N
N le—] N l—
v

1o

"




Write down equations

entry

RO¢
= 4

x = 4;

while (y#5) do
zZ = X;
x := 4

X =
Rl
R2

if (*)

assume y#5




Collecting semantics equations

R, = State entry

R, =[x:=4] R, R, ¢

R, =R; URqg =

R, = _assume y#5] R,

R, = [z :=x] R l

Rs = [x:=4] R, R, -

R, = [assume y=5]R, R 1t (%) J—i

assum; y=5 assume y#5
i Re R3l
exit z X

>
o0 -b o0
I e |l




Constant propagation equations

-
[x:=4]* Ro
Ry LIRs
[assume y#5]%R,
[z:=x]*R,
[x:=4]*R,
[assume y=5]*R,

abstract
transformer

entry

RO¢
:= 4

X =
Rl
R2

if (*)

assume y#5




Abstract operations for CP

0=T CP lattice for a single variable

= [x:=4]*R, -

=R LR, TN
[assume y#5]%R,

B

__z:=x]]#R3
- [x:=4]' R, I\~
= [assume y=5]%R, ///777 1

Lattice elements have the form: (v, v,, v,)

[x: =4]F (u,v,v) = (4, v, v)

[2:=x]" () = (v, v v,

[assume y#5]*(v,v,v,) =if v,=5 then (L, 1, 1) else (v,, v,, v,)

[assume y=5]*(v,,v,v,) = if v,=k#5 then (1, 1, 1) else (v,, 5, v,
k+ T

R, URs=(ay, by, ¢;) U (as, be, cc) = (a;L1ag, b,LIb, c,Lic)

X X0 0 X0 X0 X0 X0
\ w
I I

(o)
I




Chaotic iteration for CP: initialization

Ry=T
R,=[x:=4]%R,

R, =R, LI R

R, = [assume y#5]*R,
R, = [z:=x]" R,

R = [x:=4]'R,

R¢ = [assume y=5]*R,

[WL ={Ro Ry, Ry, R3, Ry, Rs, R} J

entry
R0=(T/ T; T) ¢

X := 4

R1=(J-1 J-I J-)
R2=(J-) J—; J—)
R, R

_______ if (*) ﬁ

assume y=5 assume y#5
l Re=(L, L, 1) Ry=(1, L, L)l
exit Z = X
R4=(J-I J—; J-) l
x =4

R5=(—LI J—I J—)



Chaotic iteration for CP

Ry=T
R,=[x:=4]%R,

R, =R; LIRs

R, = [assume y#5]*R,
R, = [z:=x]" R,

R = [x:=4]'R,

R¢ = [assume y=5]*R,

[WL = {Rl' Rz; R3I R4I RS' RG} J

entry
R0=(T/ T; T) ¢

x := 4

R1=(J-1 J-I J-)
R2=(J-) J—; J—)
R, R

_______ if (*) ﬁ

assume y=5 assume y#5
l Re=(L, L, 1) Ry=(1, L, L)l
exit Z = X
R4=(J-I J—; J-) l
x =4

R5=(—LI J—I J—)



Chaotic iteration for CP

Ry=T
R,=[x:=4]%R,

R, =R; LIRs

R, = [assume y#5]*R,
R, = [z:=x]" R,

R = [x:=4]'R,

R¢ = [assume y=5]*R,

[WL = {R,, Ry, Ry, Re, R}

|

entry
R0=(T/ T; T) ¢

x := 4

R1=(4I T/ T)
R2=(J-) J—; J—)
R, R

_______ if (*) ﬁ

assume y=5 assume y#5
l Re=(L, L, 1) Ry=(1, L, L)l
exit Z = X
R4=(J-I J—; J-) l
x =4

R5=(—LI J—I J—)



Chaotic iteration for CP

Ry=T
R,=[x:=4]%R,

R, =R, LI R

R, = [assume y#5]*R,

R, = [z:=x]" R,

R = [x:=4]'R,

R¢ = [assume y=5]*R, = [T

)

entry
R0=(T/ T; T) ¢

X := 4

R1=(4I T/ T)
R2=(J-) J—; J—)
R, R

_______ if (*) ﬁ

assume y=5

assume y#5

\ 4
WL = {R,, R, R,, Re, R} J

T

%TN =

. -2-101234 .

RN/ 222

1

l Re=(L, L, 1) Ry=(L, L, L)l

z X

R,=(L, L, J_)l

x := 4

R5=(J—I J—I J—)



Chaotic iteration for CP

Ry=T
R,=[x:=4]%R,

R, =R, LI R

R, = [assume y#5]*R,

R, = [z:=x]" R,

R = [x:=4]'R,

R¢ = [assume y=5]*R, = [T

)

entry
R0=(T/ T; T) ¢

X := 4

R1=(4I T; T)
R2=(4) J—) J-)
R, R

_______ if (*) ﬁ

assume y=5

assume y#5

\ 4
WL = {R,, R, R,, Re, R} J

T

%TN =

. -2-101234 .

RN/ 222

1

l Re=(L, L, 1) Ry=(L, L, L)l

z X

R,=(L, L, J_)l

x := 4

R5=(—LI J—I J—)



Chaotic iteration for CP

Ry=T
R,=[x:=4]%R,
R,=R; LURs

R, =

R, = [z:=x]*R,
Rs = [x:=4]*R,
R

[assume y#5]%R,

s = [assume y=5]%R,

[WL = {R,, Ry, R, Re}

|

entry
R0=(T/ T; T) ¢

X := 4

R1=(4I T/ T)
R2=(4) T) T)
R, R

_______ if (*) ﬁ

assume y=5 assume y#5
l Re=(L, L, 1) Ry=(L, L, L)l
exit Z = X
R4=(J-I J—; J-) l
x := 4

R5=(—LI J—I J—)



Chaotic iteration for CP

Ry=T
R, = [x:=4]*R,

R, =R, LI R,

R, = [assume y#5]*R,
R,=[z:=x]*R,

R = [x:=4]'R,

R¢ = [assume y=5]*R,

[WL ={R,, Rg, R¢}

|

entry

Ro=(T, T, T) ¢

assume y=5

l Re=(L, 1, 1)

exit

X := 4

R1=(4I T/ T)
R2=(4) T) T)
R

if (*)

R

ﬁ

assume y#5

=(4, T'ﬂl

R, (J_J_J_)l

x := 4

R5=(—LI J—I J—)



Chaotic iteration for CP

Ry=T
R, = [x:=4]*R,

R, =R, LI R,

R, = [assume y#5]*R,
R,=[z:=x]*R,

R = [x:=4]'R,

R¢ = [assume y=5]*R,

[WL = {Rs, R¢}

|

entry

Ro=(T, T, T) ¢

assume y=5

l Re=(L, 1, 1)

exit

X := 4

R1=(4I T/ T)
R2=(4) T) T)
R

if (*)

R

ﬁ

assume y#5

=(4, T'ﬂl

R, (4'r4)l

x := 4

R5=(—LI J—I J—)



Chaotic iteration for CP

Ry=T
R,=[x:=4]%R,

R, =R, LI R

R, = [assume y#5]*R,
R, = [z:=x]" R,

R = [x:=4]'R,

R¢ = [assume y=5]*R,

[WL = {R,, R¢}

|

added R, back to
worklist since it
depends on Rq

entry

Ro=(T, T, T) ¢

X =

4

R1=(4I TI T)

R2=(4) TI T)

LR2=(4, T, T)

R

if (*) _2___1

assume y=5

6=(J—I J—I J—)

exit

assume y#5

Ry=(4, T, T)l

z X

R4=(4I T; 4) l
x =4

R5=(41 TI 4)
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Chaotic iteration for CP

Ry=T
R, = [x:=4]*R,

R, =R, LI R,

R, = [assume y#5]*R,
R,=[z:=x]*R,

R = [x:=4]'R,

R¢ = [assume y=5]*R,

[WL = {R¢}

|

entry

Ro=(T, T, T) ¢

assume y=5

l Re=(L, 1, 1)

exit

X := 4

R1=(4I T/ T)
R2=(4) T) T)
R

if (*)

R

ﬁ

assume y#5

=(4, T'ﬂl

R, (4'r4)l

x := 4

R5=(41 TI 4)



Chaotic iteration for CP

» =Ry LR

o= [z:=x]'R:
= [x:=a]"R,

R
R
R
R, = [assume y#5]*R,
R
R
R

s = [assume y=5]%R,

[WL= {

|

In practice maintain
a worklist of nodes

entry

Ro=(T, T, T) ¢

X := 4

R=(4, T, T)
R,=(4, T, T) l

R

if (*) _2___1

assume y=5

i Rg=(4, 5, T)

exit

A

Fixed-point

assume y#5

Ry=(4, T, T)l

z X

R4=(4I T; 4) l
x =4

R5=(41 TI 4)
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Chaotic iteration for static analysis

e Specialize chaotic iteration for programs
* Create a CFG for program

* Choose a cpo of properties for the static analysis to
infer: L =(D, 5, L], 1)

* Define variables R[0,...,n] for input/output of each CFG
node such that R[i]eD

* Foreachnodevletv
that node:
V.. = FIVI(LU u | (u,v) is a CFG edge)
— Make sure each F[v] is monotone

e Variable dependence determined by outgoing edges in
CFG

be the variable at the output of

out



Required knowledge

v’ Collecting semantics
v’ Abstract semantics (over lattices)

v’ Algorithm to compute abstract semantics
(chaotic iteration)

* Connection between collecting semantics and
abstract semantics

e Abstract transformers



Are we sound?

We defined a reference semantics —
the collecting semantics

We defined an abstract semantics for a given lattice
and abstract transformers

We defined an algorithm to compute abstract least
fixed-point when transformers are monotone and
lattice obeys ACC

Questions:

1. Whatis the connection between the two least fixed-

points?

2. Transformer monotonicity is required for termination

— what should we require for correctness?

52



Galois Connection

Given two complete lattices
C= (D¢ =€, LIS, M€, LS T¢) — concrete domain
A= (DA CA LA T4, LA T4) — abstract domain
A Galois Connection (GC) is quadruple (C, a, v, A)
that relates C and A via the monotone functions
— The abstraction function o : D¢ - DA
— The concretization functiony : DA — D¢
for every concrete element ce D¢

and abstract element aeD?
o(y(a)) = a and c = y(a(c))

Alternatively a(c) = a iff c = y(a)



Galois Connection: c = y(au(c))

C A

The most precise
(least) element in
A representing ¢
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Galois Connection: a(y(a)) E a

C What a representsin C A
(its meaning)
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Example: lattice of equalities

e Concrete lattice:
C=(2te, C (J, N, I, State)

* Abstract lattice:
EQ={x=y | x,y € Var}
A = (ZEQ’ 21 m) U) EQ) @)
— Treat elements of A as both formulas and sets of
constraints

* Useful for copy propagation —a compiler
optimization
—a(X)="
—y(Y)=7?



Example: lattice of equalities

Concrete lattice:
C=(2%%te,  (J, N, I, State)
Abstract lattice:
EQ={x=y | x,y € Var}
A=(282, o,N, U, EQ, D)
— Treat elements of A as both formulas and sets of
constraints

Useful for copy propagation —a compiler optimization
B(s) =oa({s}) ={x=y | sx=sy}thatiss Ex=y

a(X) = N{B(s) | sext =111 {B(s) | seX}
v(Y) ={s | s EAY } = models(AY)



Galois Connection: c = y(au(c))
C

[X~6, y-6, 2-6]
[x5, y5, 23]

[x4, y—4, 2-4] Y
Ll
o
[x5, y5, 7551

The most precise
(least) element in
A representing
[x~5, y—5, z-5]




Most precise abstract representation

a(c) =Ma| c=y(a)}
C A

/
e
g et (o)

Ll
C




Most precise abstract representation
a(c) =THa | c=v(a)}

[X=5, y=5, z-5]

60



Galois Connection: a(y(a)) E a

C What a representsin C
(its meaning)

[X—6, y—6, 2—6]

[x—5, y~5, z—
[x—4, y—4, !
/ ooy
is called a
semantic
reduction
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Galois Insertion Va: al(y(a))=a

C

[X—6, y—6, 6]
[x—5, ym5, z-5] Y
[x—4, y~4, z-4]

\ a

How can we obtain a Galois Insertion
from a Galois Connection?

A

All elements
are reduced
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Properties of a Galois Connection

 The abstraction and concretization functions
uniquely determine each other:
v(a) = Li{c | alc) = a}
a(c) =M{a | cEv(a)}



Abstracting (disjunctive) sets

* |tis usually convenient to first define the
abstraction of single elements

B(s) = al{s})
 Then lift the abstraction to sets of elements
a(X) = LI* {B(s) | seX}



