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Research Interests

My research focuses on easing the task of developing reliable and efficient programs via program analysis. The aim is to create powerful tools for manipulating programs and analyzing their properties that will help programmers develop
correct, reliable, efficient, and secure software. The tools are based on understanding the meaning of the underlying programming language as well as some
desired specified properties.
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Research Philosophy

The general belief in the formal methods and the programming language community is that Automation and Expressiveness contradict each other. On the
one hand, there has been a lot of progress with approaches like the Coq proof
assistant (used for challenging tasks like verifying compilers) which is very expressive but hard to use. On the other hand, simple type checkers are fully
automatic but usually settle for proving weak properties (see Figure 1).
In my research I am taking a radical approach by trying to prove that one
can achieve high degree of automation and yet prove expressive properties by
incorporating domain knowledge. In doing so, I have sought a balance between
principled formal systems and practical algorithms and tools. For example,
the TVLA system [32, 21] can automatically prove interesting properties of
some programs creating dynamically evolving graphs. The IVY system [25]
is another point in the design space (see Section 5.3). However, in order to
prove this thesis, I believe it is crucial to develop domain specific knowledge on
the kind of properties which need to be defined and the ways domain experts
work. I find it exciting since it involves interdisciplinary research. This is
achieved via collaborations between formal methods and other fields. I am
already collaborating with top researchers in finite model theory on the one hand
(Neil Immerman), and networks and systems on the application side (Katerina
Argyraki, Michael Schapira, Scott Shenker, and Nickolai Zeldovich).
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Figure 1: The Tread-offs between Expressive Power and Automation in Formal
Verification.
Influence
• Mentored outstanding students in my university and abroad.
• Algorithms integrated into compilers (IBM AS/400) , software understanding tools (Panaya) and software verification (SLAM/SDV).
• Techniques for shape analysis (domains and materialization) implemented
in the shape-analysis tools that Facebook is deploying to identify memory
errors.
• Closely interacted with research organizations including IBM and MSR.
• Award 1.57 million Euros for 5 years in a prestigious advanced ERC grant.
ERC grants allow exceptional established research leaders of any nationality and any age to pursue ground-breaking, high-risk projects that open
new directions in their respective research fields or other domains. The
ERC Advanced Grant funding targets researchers who have already established themselves as independent research leaders in their own right.
• Most cited in POPL according to a study by Sumit Gulwani.
• The “Kevin Bacon of the PLDI community” according to a study in the
Programming Language Enthusiast.
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Research Highlights

I have contributed to the theory and practice of program analysis. The main
contributions are summarized below.
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Efficient algorithms for interprocedural dataflow analysis and program slicing [30, 29, 15, 33]. These algorithms improve the asymptotic
complexity of analyzing procedures, and enable verification to scale to larger
programs. They were used in Microsoft’s SLAM system for verifying the safety
of Windows device drivers. They are implemented in standard tools for software analysis including Soot [2]. They are also used for analyzing Android
applications [3]. The slicing work received an ACM SIGSOFT Retrospective
Impact Paper Award (2011). The slicing algorithms were also integrated into
the Panaya impact analysis tool for ERP[6]. Panaya was acquired by Infosys.
Shape analysis. Shape analysis is the problem of analyzing programs with
dynamically allocated memory. When we started to work on shape analysis, the
problem was considered too difficult to solve. We developed a new abstraction
framework and key algorithms that solve the problem in most practical cases
[31, 32, 21, 22, 20]. These algorithms influenced the shape-analysis tools that
Facebook is deploying to identify memory errors. Our paper on Parametric
Shape Analysis [32] has over 1,000 Google Scholar citations.
Automatic reasoning about reachability in directed graphs. The correctness of many systems depends on proving the existence (or absence) of paths
between sets of nodes in a directed graph evolves as the program runs. Examples include dynamically allocated linked data structures, routing in computer
networks, and parameterized distributed protocols. We established lower and
upper bounds on the problem [19, 18, 17]. The upper bounds permit reasoning
about certain usages of unbounded paths in directed paths using existing SAT
solvers. This is surprising since, in general, transitive closure is not even expressible in first-order logic. However, for a rich class of programs, our methodology
effectively transforms correctness statements involving reachability to propositional formulas. The formulas are unsatisfiable exactly when the correctness
statements are true. Thus SAT solvers provide us with proofs of correctness or
counterexample execution sequences.
Composing operations in concurrent data structures. Modern programming languages provide efficient concurrent data structures; however, composing or combining operations on data structures can lead to errors or performance bottlenecks. In [34], we showed that 44% of public-domain usages of
Concurrent Map operations are incorrect. This led to modifications to the Java
concurrent library by enriching the interface. We also worked on theoretical and
practical methods to compose operations on concurrent data structures automatically [11, 13, 14, 12, 7, 8, 35, 39, 9, 38]. Part of the work appears in [10]
(2012 ACM Dissertation Award Honorable Mention) and received Best Paper
Awards at PLDI’11 and PLDI’12.
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Opportunities

We are living in an exciting time for programming languages and formal methods. They are finding increasing use in many other areas of computer science
including networks, systems and databases. Tools such as proof-assistants (e.g.,
Coq) and SMT solvers (e.g., Z3) are already deployed in academia and industry.
Nevertheless, major theoretical and practical barriers reduce the applicability
of these methods. In particular, there are several open problems: (i) the lack of
good ways to specify correctness, (ii) the complexity of the verification process,
(iii) the steep learning curve required to use formal method tools. There are
several ways to improve the situation including the following:
• Identifying domains where correctness can be naturally defined and work
with domain experts to understand what needs to be verified.
• Identifying domains in which it is useful to develop automatic methods
for core functionality. Examples include distributed protocols, cloud applications, and programs written by students, e.g., for online teaching.
• Involve the programmer in the task. For example, the programmer can
define the space of interesting invariants or even assist in defining the
ingredients of the invariants.
• Deploy techniques from machine learning in order to infer properties which
are understood by the programmer.
Plan In the next 10 years, I am hoping to develop useful techniques in order to
change the ways modern software is built addressing the above challenges. These
methods will be implemented in real tools and will increase our understanding
of the limitations of automatic methods.
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Current Projects

I am currently involved in three related projects addressing some of the above
challenges.

5.1

Analyzing Distributed Systems and Networks

This is a joint project with Katerina Argyraki (EPFL), Michael Schapira (HUJI),
Scott Shenker (UCB), and Nickolai Zeldovich(MIT). We are aiming to develop
techniques for enforcing safety properties of distributed systems including computer networks. We are also interested in analyzing sophisticated distributed
protocols such as Chord.
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5.1.1

Preliminary Results

Vericon: Semi-Automatic Verification of SDN control programs In
[4], we apply deductive verification for ensuring the correctness of simple Software Defined (SDN) controller programs.
Synthesising provably correct forwarding rules In [23], we show how to
automatically install SDN forwarding rules that guarantee a given forwarding
policy is maintained.
Reasoning about network states In [26, 27], we show how to verify safety
of networks with mutable states using SMT solvers. In [36], we studied the
asymptotic complexity of stateful network verification and consider cases in
which it is feasible to verify safety.

5.2

Analyzing Cloud Applications

This is a brand new joint project with Aurojit Panda (UCB), Madan Musuvathi(MSR), and Noam Rinetzky (TAU). The theme of this project is to apply
static and dynamic program analysis to improve the utility of cloud programming. Cloud computing is a model for enabling ubiquitous, convenient, ondemand network access to a shared pool of configurable computing resources
(e.g., networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider
interaction. However, very little tool support, and in particular compile-time
tools, are available for helping client programmers produce correct and efficient
programs. We are interested in a specific class of cloud applications where distribution is used to scale data processing. In this class, programmers deploy
high-level frameworks like Dryad [16], Hadoop [1], and Spark [37] to handle low
level system issues such as communication, fault tolerance, and scheduling. The
code is written using specialized APIs. This drastically simplifies the programming task and allows novice programmers to build interesting distributed client
systems. However, a naive program can suffer from huge performance penalties
hidden in the interactions between the client code and system’s implementation.
Moreover, resource-management is a non-trivial task even for expert users due
to irregular input data. Indeed, the use of these frameworks is a double-edged
sword as it isolates the developer from how her application actually executes.
As cloud-based programming becomes main-stream, the lack of tools that can
help client programmers verify that their software works as expected becomes a
severe disability. Such tools should consider properties such as functional correctness, service availability, reliability, performance and security guarantees [5].
The kind of applications we are interested in are a perfect fit for formal method
techniques as they are often written over frameworks that provide most of the
generic services required for distributed processing and expose a domain-specific
programming model. This leads to rather small programs, however, efficient use
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of these frameworks is predicated on understanding the intricacies of the programming model and the underlying execution engine.

5.3

Diagnosable Semi-Automatic Verification

This is a joint project with Nikolaj Bjørner (MSR), Neil Immerman (UMASS),
Ken McMillan (MSR), and Sharon Shoham (TAU). It derives its motivation
from the other projects of analyzing distributed systems and cloud applications.
Despite several decades of research, the problem of formal verification of
systems with unboundedly many states has resisted effective automation. Our
hypothesis is that automated methods are difficult to apply in practice not primarily because they are unreliable, but rather because they are opaque. That is,
they fail in ways that are difficult for a human user to understand and to remedy. A practical heuristic method, when it fails, should fail visibly, in the sense
that the root cause of the failure is observable to the user. This is in contrast
to existing automatic tools which sometimes fail in a non-comprehensible way.
We are trying to identify interesting domains in which the verification problem
is tractable. We are considering interactive verification.
A standard method for proving safety properties of unbounded systems is
by finding inductive invariants, i.e., properties which hold in the initial states
and are preserved by every step of the execution.
5.3.1

Preliminary Results

Effectively Propositional Reasoning about Unbounded Paths In [18,
17] we showed how to harness existing SAT solvers for reasoning in a sound
and complete way about deterministic paths in a dynamically evolving graphs.
Here by deterministic we mean that there exist at one outgoing edge used in
the path. The main idea is to reduce the verification problem to finding the
(un)satisafiability of a formula in Effectively Propositional Logic (EPR)[28].
We believe that these results can be generalized to reason about networks and
simple distributed protocols. These results allows to automatically check the
correctness of such systems in a sound and complete way. However, they rely on
providing inductive invariants by the programmer which can be hard in practice.
Decidability of Inferring Universal Inductive Invariants In [24], we
study the decidability of inferring EPR invariants. This article provides a first
step towards understanding when invariants can be inferred.
Ivy: Interactive Verification of Parameterized Systems via Effectively
Propositional Reasoning The design and implementation of parametric
systems can be very tricky even for experienced researchers. In [25], we describe an interactive system — Ivy — for interactively verifying parameterized
systems. Ivy is based on the following principles:
• Ivy first attempts to locate counterexamples by bounding the number of
protocol actions and symbolically searching for (unbounded) bad inputs.
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• Invariants in Ivy are expressed as universal formulas in relational firstorder logic. Their inductiveness check reduces to unsatisfiability in Effectively Propositional Logic (EPR). This guarantees that the tool can
always decide whether an invariant is inductive or not. Furthermore, our
use of universal formulas guarantees that counterexamples to induction
can be presented graphically, allowing inspection by humans.
• Users can have better insights than the tool by suggesting candidate local
invariants, whose conjunction comprises a global inductive invariant.
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Usable Formal Methods

My work is part of a larger movement to employ formal methods to reduce
concerns about system reliability and security. It can also lead to better performance either by verifying complex systems or by synthesising provably correct
optimized code. Finality, it can improve software agility.
I believe that the domain knowledge is a key enabler to the success of formal methods in other areas of computer science. Moreover, domains such as
computer systems and networks, distributed protocols and databases are good
fit. Programming is tricky in these domains and yet there is a constant demand
for innovation. Furthermore, it is possible to develop modular techniques which
reason about one piece of a code at the time. I am determined to make the
revolution happen with help from outstanding students and colleagues.
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