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HOW To TRANSFoRM RAnY SIGNATURE
SCHEME 2P AN EFFICIENT
oNLINE/OFFLINE SIGNATURE SCHEME
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RANDOM MESSAGL
SEfD
(oFF Li»fE‘ STORASE |oNLINE
PR —> SIGNATURE
PHASE PRASE
CAN  BE  SWoulD ps SHoOULD B¢ SHoLp BE
SLow SMALL FAST SMALL

- SOME S16NATURE SCHEMES HAvVE A
NATURAL DECOmPOSITION

— EVEN GOLDREICH MICAL1)90]  FRoVIpe
A GENERAL TRANSFORMA Tron  wWiicH 15
INEFFICIENT IN PRACTICE.

A NEW ToO0L: TRAPDOOR HASH FUNCTIOoNS
- INTRODUCED T4 KRAWCRYK AND Rnau[oo]

— USED To CONSTRUCT <HAMELEON STENATURES
R(m R) Is RSSOCIATED WITy PUBLIC ANp PRIV
) KFYE

- koW (EpP6E OF THE PUBLIC KEY ENRBLES

EVALUAT1o8, BUT COLLISIONS ARE HARD To FIND,
R(m, m)« R(me, )

~ KNOWLEDGE OF THE SECRET KEY MAKES 17

EASY To FInND FoR ANY My M, M,

A coLLIPING Ty
~ SEVERAL I PLEMENTATIONS ARE KNOWA

— IN SOME IMPLEMENTATIONS (COLLISTON FINDING

REQUIRES GONE MULTIPLICATIAN AND ONE Paparsed

FOR TECHNIcAL REASONS, WE NEED

THE ODDITIoONAL UNIFORMITY PROPERTY:

FOR ANY GIVEN M,,n,,mg, THE CoLLTSTON
FINDING ALGORITHM COMPUTES AN M,

SUCH THAT R("‘.,n,)=ﬂ(mglnz) IN SUch A
wWAY TMRT WHEN M, IS UNIFdRmLy DISTRIBUTD,
N, IS PERFECTLY /STATISTICALLY/ ComPUTATIMALY

INDISTINGUISHABLE FROM RANDOm DISTRIByUTroN

REMPRK:

TT 1S NOT REQVIRED THAT GIVEN oNE <CorLif1o)

I7T REMAINS DIFFICULT To GENERATE AppITIONAL
CoLL3ISTONS,

Id FACT, 1IN RLL THE CONSYRUCTIONS KNOWLEDGE
of A SINGLE COLLISION REVEALS THE SEcRET KEy.

L)

EXAMPLES OF TRAPDOOR WASH FUNCIIoNS
-GMRI%"] CLAwW FREE FuUNCTIONS

~ SCHEMEgS BRSED ON TNE REPRESENTATION
PROZILEM:

Remm=a™ & (mod P)

— ScHEMES BRSEp oON FACTORING:

p»(”"‘,ft), jm-n. (M ,,._:P.U

— ScHemES BASED oN  MULTIVARIATE
ALGERAIC ExPRESSIONS
(KEEPING RESULTS <ONSTANT IS
POTENTIALLY EASTIER THAN SOLVING
THE EQUATIONS E(@’;E)’_\!










