Internet Traffic Tends To Poisson and
Independent as the Load Increases

Jin Cao, William S. Cleveland, Dong Lin, and Don X. Sun
{Statistics Statistics Networked Computing,Statistic} Research
Bell Labs, Murray, Hill, NJ

{cao,wsc,dong,dxsur} @bell-labs.com

ABSTRACT

Theburstines®of Internettraffic wasestablisheih pioneeringvork
in the early 1990s,which demonstratedhat paclet arrival times
are not Poisson,and paclet and byte countsin fixed-lengthinter-
vals arelong-rangedependenfl7, 20]. Herewe demonstrate¢hat
theseresultsare oneendof a continuumof traffic characteristics.
At theotherendarePoissorbehaior andindependenceOur study
focuseson paclets,whatdevicesactuallysee;we studythe statis-
tical propertiesof paclet inter-arrival times and paclet sizes. As
thetraffic loadincreases— thatis, asthe numberof simultaneous
transportonnectionincreases— arrivalstendto Poissorandsizes
tendto independenceMore specifically long-rangedependencef
inter-arrivalsandsizesdecrease® independencegndthemaiginal
distribution of inter-arrivalstendstoward exponential;this happens
(1) throughtime on a singlelink asthe loadincreaseslueto daily
variation, or (2) ata singlepointin time astheloadincreasego-
ing from lightly loadedlinks at the edgesf the Internetto heavily
loadedlinks at the core. Corvergenceis rapid; the paclet traffic
getsquite closeto Poissorandindependentoadsfar lessthanthe
maximumwe obsere.

1. FOCUS

This article focuseson paclet traffic on Internetlinks. We study
two traffic variables paclet sizeandpaclet inter-arrival time. Let
g; bemeasurementsf the paclet sizeson alink in asingledirec-
tion wherej = 1 correspondso thefirst arriving paclet, j = 2
to the secondandsoforth. Lett; be measurementsf the inter-
arrival timeswherej = 1 is for thetime betweerpaclets1 and2,
j = 2 is for thetime betweenpaclets2 and3, andsoforth. We
will supposehatbothvariablesarestationarytime seriesin j over
shortblocksno largerthan5 minutes.

We focuson paclet traffic variablesbecausét is pacletsthatnet-
work devicesmustsendandreceve, andthe burstinesf traffic as
seenby the devicesis determinecdby the statisticalcharacteristics
of t; andg;. Soourgoalisto characterizasthoroughlyaspossible
the statisticalpropertiesof thesevariables.It is for this reasorthat
wedonotstudypaclet or bytecountsin fixed-lengthitime intenals.
As we will demonstrateit is not possibleto readily determinethe
statisticalpropertiesof the paclet variablesfrom suchcounts.

We focuson empiricalstudyto derive our resultsaboutchanges
in traffic with load, analyzingpaclet headettracesfor 6 links. We
rely heavily on mathematicabtatisticalmodels,but they arevali-
datedby thedata.This empiricalstudyis necessarjo establisithe
results. Theoryis importantfor understandingaclet processes,
andwe will invoke theory but it is not enoughto determinethe
statisticalcharacteristicef paclet processesDependingntheas-
sumptiongnadeaboutthesourceraffic, theoreticarrgumentdead
eitherto burstinessor smoothnesssthe load increasesthis was
recognizedn thevery baginningin the initial work on long-range
dependencef Internettraffic [17].

For eachof the two paclet variablest; and g;, we study the
maminal distribution andthetime dependenceiNe studymaiginal
distributions using quantiles(percentiles). We study time depen-
denceusingthe power spectrumihe Fourier transformof the au-
tocovariancefunction; for the variablet;, we first transformsothe
thatthe maiginal distributionis IV (0, 1), thatis, normalwith mean
0 andvariancel, thenwe estimatethe pover spectrumusingthe
transformedvaluesh; = h(t;). We study maginal distributions
anddependencéor mary shortblocksseparatelyandthendeter
mine how the statisticalpropertieschangewith the traffic load. If
arrivals are Poissonthenthet; have anexponentialmaminal dis-
tribution, andthe h(¢; ) arewhite noise,sothe power spectrunis a
constantlf theg; areindependenthenits power spectrumis con-
stantaswell. Closeness$o Poissorarrivals andindependensizes
will beof greatimportancdn our study



Thedriver of the changingstatisticalpropertiesis superposition,
or statisticalmultiplexing: an increasedntermingling of paclets
from differenttransporconnectiongsthenumberof simultaneous
connectionsncreases.For corvenience we measurdoad over a
block of time, not directly by the averagenumberof simultaneous
connectionshut ratherby asurrogataneasurethe paclet rateover
theblock.

2. PREVIOUS RESULTS

Long-rangedependencandnon-Poissorarrivals have beenestab-
lishedasimportantcharacteristic®f Internettraffic undercertain
circumstances.Specifically the ¢; and¢; canbe long-rangede-
pendent@ndthet; canhave amamginal distribution thathaslonger
tails thantheexponential All of thesepropertieswhenthey occut

contribute to anincreasedurstinesof paclet traffic comparedo

whatit would beif thearrivalswerePoissorandthesizesindepen-
dent. Realisticportrayalof traffic characteristicés importantfor

designinginternetalgorithmsandprotocols.

The discovery of long-rangedependencasan elementof Inter-
nettraffic beganwith two early articles[17, 20]. Thefirst shavs
thatpaclet countsandbyte countsin time intervals of fixedlength
on an EthernetLAN arelong-rangedependent.The secondana-
lyzesmary traffic variablesincluding paclet inter-arrivals on two
links connecting_ANs to therestof the Internet;it shaws thatthe
paclet inter-arrival times have a maginal distribution whoseup-
pertail is longerthanthe exponentialandconfirmsthelong-range
dependencef pacletinterval counts.

Sincethen,otherwritings suchas [9, 12, 21] have corroborated
and investigatedthe long-rangedependencend non-eponential
behaior with avariety of otherInternetmeasurements$zor exam-
ple, [21] shaws thatinter-arrival times are long-rangedependent
and throughwavelet modeling, investigategshe propertiesof the
dependenceModelsof sourcetraffic have beenput forwardto ex-
plain the traffic characteristics[9, 13, 18, 25]. The mathematics
cangetintricate but the intuition is straightforvard. The sizesof
transferrediles utilizing alink vary immenselyo a goodapprox-
imation, the uppertail of thefile sizedistribution is Paretowith a
shapeparametethatis oftenbetweenl and2. This meanghereis
anonngligible probability of thetransferof afile thatis consider
ably largerthanthe sizestypically transferredlf this happensvith
high enoughfrequeng for files large enoughto have a substan-
tial impactamidstthe other aggrgatelink traffic, thenthe result
is bursty activity. It hasbeenarguedthat this burstinesgncreases
the lengthsof paclet queuescomparedwith Poissonarrivals and
independensizes,althoughtherehasbeensomedebateaboutthe
magnitudeanddetailedcause®f theeffect [11, 14,19, 22].

A critical issueis whetherbursty behaior extendsacrosgodays
entire Internetfrom lightly loadedLANs to hearily loadedcore
links. For a heaily loadedlink, canthe large transfershave suf-
ficient impactto causeburstiness?So far, therehasbeeninsufi-
cientempiricalwork to reacha conclusion.Specifically therehas
beeninsuficient empirical study of the detailedstatisticalproper
ties of paclet inter-arrivals and paclet sizesas a function of the
load. Therehave beena numberof theoreticaldiscussionsbout
possibleimplicationsof increases$n load [1, 3, 10, 11]. Theload
depend®ntheamountof superpositiorfstatisticaimultiplexing) of
traffic sourcessoonecanstudytheimplicationsof moreandmore
superposition.The problemis that resultsdependheasily on the
assumptiongabouttheindividual traffic sourcedeingsuperposed,
and theory can producedifferent burstinessresultsdependingon

the assumptionshataremade. In fact, all of this wasappreciated
atthevery onsetof studiesof long-rangedependence discussion
is givenby [11], who concludewith thestatement‘This is clearly
anissueof practicalimportanceandthereis considerablecopefor
furtherwork”

Recentlythestatisticalpropertiesof anumberof traffic variables,
measuredn a single Internetlink betweena large local network
andtherestof thelnternethave beenrelatedto load, establishinga
penasive nonstationarityn thevariablesn which fundamentasta-
tistical propertiessuchasshape®f mamginal distributionsandau-
tocorrelationschangewith theload [2, 7]. In this articlewe focus
on paclet variablesandextendthe nonstationaryvork by studying
six Internetlinks with considerablyhighermaximumloadsthanin
[2, 7].

3. DATA
We analyzemeasurementsf paclet sizesand inter-arrival times
for six Internetlinks thatcomefrom threesources.

3.1 Bell Labs Database:One Link
Onedatabasen which we drav arisesfrom paclet headercollec-
tion ona 100mb/sEthernetink connectinga Bell Labsnetwork of
about3000hostswith therestof theInternet.For HTTP, all clients
areon the insideof the network andall senersareon the outside,
soinboundpacletsarefrom senersandoutboundarefrom clients.
Data collection began on 11/18/1998,and continuesthroughthe
presentAltogether thereare20 billion pacletsthathave beenor-
ganizedn thedatabasénto 1 billion TCP connectiorflows.

For this databasewe studiedpaclets just for HTTP. The data
cover the period 1/1/00through2/16/00. The HTTP pacletswere
takento bethosefor whichthesenerportis 80. We broke thetime
spanof 46 daysinto 5 minuteblocks. For the analysispresented
here,we selecteda randomsampleof 500 blocks constrainedso
that the log paclet rateswere within a certaintoleranceof being
uniformly spacedrom the minimumto the maximumlog rate. We
studiedbothinboundandoutboundpacletprocesseseparatelybut
presenjustinboundresultshere;outboundresultsaresimilar. The
inboundloadfor the500blocksvariesfrom 1.7 paclets/sedp/s)to
452pls.

3.2 Harvard Database:OneLink

Our seconddatadatabases very similar to that arising from the
Bell Labslink. Thesourcen this caseis alink connectingHarnard
University to the restof the Internet. The link speedis also 100
mb/sandwe alsostudyjustincomingHTTP paclets. Thedatabase
consistof measurement®r 100blocks,each60 seclongandcol-
lectedfrom 12/21/200Q0 12/22/2000 Thepacletraterangedrom
101 p/sto 1224 pls, so the maximumloadsare higherthanthose
availablein the Bell Labsdatabase.

3.3 NLANR Database:Four Links

Our third databaselravs on a very large databasef tracesavail-
able at the National Laboratoryfor Applied Network Research
(www.nlantnet) anddevelopedunderthe auspice®f the National
ScienceFoundationNLANR/MOAT Cooperatre AgreemeniNo.
ANI-9807479). We obtained5 tracesmeasurecdn an OC3 ATM
link at ColoradoStateUniversityin Ft. Collins, Colorado,and5
tracesmeasuredn an ATM link at ColumbiaUniversity in New
York City, from the period09/01/2000through11/05/2000.These



traceswereselectedor eachsite sothatthelog paclet rateswould
have areasonablspacingonthelog scale.

Eachtraceis about80 seclong, andcontainecpacletsfrom two
links (or two directions),so altogetherwe have four links. Un-
like the Bell LabsandHarvard databasesye studysizesandinter-
arrivals of all pacletsfor the NLANR databaseWe broke thedata
for eachtraceand eachlink into 5-secondblocks. For Colorado,
the resultis 86 blocksfor eachlink; loadsfor the first link range
from 913 p/sto 13255p/s, andfor the secondfrom 1012 p/sto
12224p/s.For Columbia,theresultis 87 blocksfor eachlink, with
loadsrangingfrom 452 p/sto 6858 p/s andfrom 759 p/sto 6620
p/sonthetwo links.

3.4 DatabaseSummary

Altogether we have 946 blocks of paclet sizesand paclet inter-

arrival timesfor 6 links. Thepaclet ratesp, for b = 1to 946range
from 1.7 p/s to 13255p/s, which covers a wide rangeof loads.
We will studyeachof the links separately But therearetwo dis-

tinct groupsof very similar links. Onegroupis Bell LabsandHar-

vardwherethelinks are100mb/sEthernetandwe studyincoming
HTTP paclets. The secondgroupis NLANR, wherethe links are
OC3ATM, andwe studyall paclets. Becauseof the differences
in protocols,andthe differentpaclet processestudied,we expect
someavhatdifferentresultsfor thetwo groups.

4. RESULTS

For eachof the 946 blocksof sizeandinter-arrival time measure-
ments,we carry out analyse®f the mawginal distribution andtime
dependencef ¢; andof g;. For eachof the 6 links separatelywe
thenrelatethe block resultsto the block paclet rates,or loads,pp.
But our methodsof presentinghe dataalsoshav how the block
resultsdependon load overall for all links collectively.

Forlow rates,TCPdynamicscanaffectthestatisticapropertieof
inter-arrivalswhenloadsarelow. For the Bell Labsblocks,which
include mary blockswith quite low rates, TCP effects were evi-
dentin the estimatesof spectraat the lower rates. Most effects
wereminor. However, 66 blocksrevealedsignificantenoughTCP
effectsto setthemasidefor their own analysis,althoughwe used
the samemethodsof analysisas for the “standard”blocks. We
presentresultsfrom their analysisseparatelyin Section4.7. The
sameoverall resultof the standardlocks,corvergenceto Poisson
andindependenceyccursfor these66 blocksaswell, but the pat-
tern of convergenceis somavhat different, requiringthe separate
analysis.SignificantTCP effectsdid not appearfor blocksat other
links, becaus¢heratesaretoo highfor individual TCPconnections
to shaw a significanteffect.

4.1 Marginal Distrib utions

We donotreportonthemaminaldistribution of theg; in detailhere
becauset doesnot display marked changeswith therate;it does
changewith the link, however, reflectingthe natureof the source
traffic. For example,if alink hasmostly web senerson the send
sideandweb clientson the otherside, thentherewill be a greater
fraction of pacletswith 1460bytesof data,anda smallerfraction
of ACK pacletswith 0 bytesof data thanif sendeandreceverare
reversed.

We usedquantileplots [4] to studythe structureof the mamginal
distribution of the ¢;, particularly Weibull quantileplots [7]. Let
w bearandomvariablethathasa Weibull distribution with shape

parameten andscaleparameterr. Then(w/a)* = u whereu is
aunit exponential.Soif A = 1, w hasanexponentialdistribution.
For A < 1, theuppertail of w is longerthanthatof theexponential.

The Weibull quantile plots shaved that the Weibull providesan
excellentfit to the empiricaldistribution of thet;. For the bottom
5% of the data,the valuesare higherthanexpectedfor a Weibull
becausehe minimum inter-arrival time must be greaterthanthe
transittime of the paclet with the minimum ize. But the discrep-
ang is minor.

We estimatedhe shapeparametefor eachblock usingmaximum
likelihood [16], andfoundtheestimatesangedacrosslocksfrom
0.30to 1.16. Figurel graphsthe shapesstimatesgainsthelog of
theblock paclet ratesfor eachlink.

The shapeestimatesn Figurel increasewith thelog paclet rate
for eachlink. For the Columbiaand Coloradolinks the shapees-
timatesarein the vicinity of 1 for the highestlog rates;so at the
highestratesoverall, the pacletinter-arrival distributionis well ap-
proximatedby the exponential.

4.2 Dependence:Power Spectrum

We usethe power spectrunto characterizéhetime dependence-
in particular thelong-rangedependence— of the sizesandinter-
arrivals. Let c(k) bethe covariancefunctionof eitherseriesatlag
k. Thenthelog power spectrumpnthedecibelscale,is

10log;, ( i c(k) cos 27rkf) )

k=—oc0

wherethe frequenyg f rangesfrom 0 to 0.5. The unitsfor f are
cycles/interarrival for the inter-arrivals, and cycles/packt for the
sizes.

We first transformt; for eachblockto atime seriesh; = h(t;),
whoseempirical mamginal distribution is N (0, 1), andthencarry
out the spectrumanalysisusingh;. SupposeF;(u) is the sample
distribution functionof thet; in ablock. Let G, (u) bethequantile
functionof a N (0, 1) randomvariable,thatis, u is the probability
thatthe randomvariableis lessthanor equalto G, (u). Thenthe
transformationis h; = G,(Fi(t;)). Thereasonfor the transfor
mationis thefollowing. Thespectruncorveysthebehaior of sec-
ondmoments;jor a stationarynormaltime seriesthe dependence
is characterizedy secondmoments,so the power spectrumis a
completedescriptiorof dependence-or example if theautocorre-
lationsareall 0, thenthe seriess independentThetransformation
is invertible so we canfor ary neededourposetransformbackto
theoriginal scale.

For g;, becaus¢hedistributionhasatoms(accumulationsf mary
obsenationsat specificvalues),we do not transformto normality;
becausehe deviation from normality is discretenessatherthana
highly skewed distribution suchasthatfor ¢;, secondnomentsdo
an adequatgob of characterizingdependenceHowever, just for
corvenienceof interpretatiorandplotting results,we do adjustthe
sizesto have samplemean0 andsamplevariancel by subtracting
their meanandthendividing by their samplestandarddeviation.
For g¢;, O correlationsdo not strictly speakingmply statisticalin-
dependencequt we usetheterm“independencearyway sincewe
expectnearindependenceshenno autocorrelations present.

In the following we let H(f) and Q(f) denotethe log power
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Figure 1: Inter-Arri val: Estimatesof the Weibull shapeparameter are plotted againstthe log packet rates for the standard blocks.

spectreof h; andg;, respectiely.

4.3 Dependence:Spectrum Estimation

For eachblock b we form anestimateQ;, (f) of Qu(f) andanesti-
matefIb(f) of Hy(f). Theestimatioris carriedout by fitting local
regressionmodels [5, 6], but we alter the standardprocedureso
provide for long-rangadependenceayhichresultsin arapidlyrising
log spectrumas f tendsto 0. The detailsaregivenin Section4.8.
Basedontheestimateswe have obseredthreetypesof spectrefor
the 946 blocks— the standardspectrum,andtwo typesof TCP-
affectedspectraThe TCP-afectedspectraoccurmostlyfor paclet
inter-arrivalsat Bell Labs.

Figure 2 graphsﬁb(f) againstf for 3 standardblocks, all for
the Bell Labslink. Figure3 graphs@,(f) in the sameway, again
for 3 Bell Labsblocks. For both, the paclet rates,shavn at the
top of eachpanel,increase€rom low to high in going from left to
right. For all estimatesthe low frequenciedave thelargestpower
andthe spectrumdecreasemonotonicallywith f. Thisis aresult
of persistenceén the inter-arrival and sizes— positive autocorre-
lations. The greaterthe amountof power at low frequenciesthe
furtherout the persistencextends;thatis, asafunctionof lag, the
autocorrelationslecreaseoward O moreslowly. For both fIb( f)

and @b(f), aspy increasesthe relative amountof low-frequeny
power decreasesthe estimatesapproacha flat log spectrum the
log spectrunof white noise.At high frequenciesthelog spectrum
increasesoward 0 with p;, andatlow frequenciest decreaseto-

ward 0. This meansthe h; andg; areapproachingndependence.

This descriptionis, of course gualitative, but shortlywe will study
guantitatve measuresf dependence.

For asingle TCP connectionpaclet inter-arrivals canshawv very
regularbehaior dueto TCP operationtheregularbehaior results
in peaksin the power spectrunof a singleconnection.If ratesare
low, the peakscanstill comethroughin the spectrumestimatef
thesuperposettaffic, but astheratesincreasetheinterminglingof
pacletsof differentconnection®ventuallywashesout the regular
behaior. Two typesof TCP behaior have beenobsered in the
estimatesf[b(f). The first resultsin a minor departurefrom the
behaior of the standardf[b(f); the departureis a small peakat
0.2 cycles/interarrival, so we groupthe blockswith this TCP:0.2
behaior with the standardlocks. Thesecondl CPtype, however,
apeakat 0.5 cycles/interarrival, canresultin a major departureof
ﬁb(f) from the standardbehaior; by major departurewe mean
a peakwith a significantamountof power. 66 blockshadsucha
significantpeakat 0.5 cycles/interarrival, and we setthemaside
for their own analysisin Section4.7.

Figure4 shavs H, (f) for aBell Labsblock with the TCP:0.2ef-
fect. The estimateave the sameoverall decreasén power with
frequeng, butin addition,thereis apeakat0.2 cycles/interarrival.
Thecausds the HTTP 1.0transferof smallfiles from oneor more
seners. Thecritical aspecbf thesesmallfiles is thatthey require
only onepacletto transmitbecauseheir sizeis lessthanthe max-
imum segmentsize which is typically 1460 bytes. Thesesmall
files are, for examples,“not-modified” or “not-found” messages
resultingfrom cachevalidationrequestssmall GIF files,andsome
dynamicallygeneratedveb pages.Also, the client requesfile is
almostalwayscontainedwithin a single paclet. Supposeve have
a sequencef suchtransfers. In a typical TCP implementation,
eachtendsto producefrom thesener, 5 paclets: (1) SYN/ACK in
three-vay handshale; (2) ACK of clientHTTP requespaclet; (3)
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datapaclet for the smallfile (4) FIN; and(5) ACK of client FIN.

The inter-arrival times betweenpaclets 1-2 and 4-5 are typically

greaterthanor equalto the round-triptime, and betweer2-3, and
3-4 areoften closeto 0, relative to the round-triptime. Also, the
time betweerpaclet 5 of oneconnectiorandpaclet 1 of the next

connectiorcanbe shortor long. The exactnatureof thesepaclets
andtimesmay dependon the particularTCP implementation But

whateverthey are,if thetime patternsareconsistentthentheresult
is asequencef groupsof inter-arrivals eachwith a similar pattern
thatwill tendto inducea peakin the spectrum.For this Bell Labs
block, thegroupsof 5 inter-arrivalsfrom the 5-pacletgroupsabore

give apeakat 1 cycle per5inter-arrivals,or 0.2 cycles/interarrival.

Thereis ampleopportunityfor suchregular sequencebecausen

the Bell Labs network, about60% of all HTTP connectionsare
thesesmallfile transfers.However, while suchpeaksin the spec-
trum occuroccasionallyfor low rates,the magnitudeof the peaks
is quite small, andthe behaior of the spectrumis otherwisejust
like thatof the standardehaior.

Figure5 shaws H,(f) for aBell Labsblockwith the TCP:0.5ef-
fect. If oneor moreextremelylarge files aretransferredandthe
rateis otherwisequite low, then TCP will tendto senddatapack-
etsin pairs, separatedy a relatively longertime intenal, so the
resultis an alternatingsequencef shortandlongerinter-arrivals
which creates peakatthemaximumfrequeng, 1 cycleper2inter
arrivals, or 0.5 cycles/interarrival. We screerfor this behaior by
selectingblocks for which the value of ﬁb(0.5) minus the mini-

mumof H,(f) is greaterthan4 decibels Theresultis 66 blocks.

4.4 Dependence:Entropy

A standardneasuref the amountof randomnes# atime series,
Z;, with power spectrunp(f), is theentrofy, the geometriomean
of p(f). Thelog entropy, onthedecibelscale s

0.5
2 [ 1010g,0(0() . 1)
0

The entropy is the varianceof the error of linear prediction of
Z; from theinfinite past: Z;_1, Z;_2,... . Theentropy is less
thanor equalto the varianceof Z;. If it is equalto the variance,
the seriesis uncorrelatedor independenif the seriesis normally
distributed). If theentroyy is 0, the serieshassomuchdependence
thatit is perfectlypredictablérom theinfinite past.Both h; andg;
have variancel, sotheirentroyy is lessthanor equalto 1, andtheir
log entroyy is lessthanor equalto 0.

For eachblockd, we computedog entropy estimatesor h; andg;
from Equationl with ﬁb(f) or@b(f) in placeof 10 log, ¢ (p(f))-
Figure6 graphsheentrofy estimatesigainsiog, (ps) for thestan-
dardblocksandfor h;; Figure7 makesthe sameplot for ¢;. For
both paclet variables the log entropy increasesubstantiallywith
load, soin eachcase dependence substantiallyeduced.For the
Columbia,Colorado,andHarvardlinks, thelog entrofy estimates
for both seriesarein the vicinity of O for the highestloads,so h;
andg; arecloseto independentatleastasmeasuredby theentroyy.

4.5 Dependence:Maxima and Minima

Figures2 and3, plots of fIb(f) and@b(f) againstf, shawv thatas
theloadincreaseshe power atlow frequencieslecreasetoward0
decibelsthepowerathighfrequenciesncreasesoward0 decibels,
andthe estimatedor eachpaclet variabletendto the log power
spectrunmof white noise,whichis 0 at all frequenciesTo quantify

this further, we studythe maximumandminimum power for each
estimateover a grid of frequencies.

We computedﬁIb(f) and @b(f) for eachblock at 500 equally
spacedfrequenciefrom 0.001to 0.5, and then found the maxi-
mum and minimum of eachestimate. The maximaof ﬁb(f) are
plotted againstp; in Figure 8, andthe maximaof Qb(f), in Fig-
ure9. Similarly, theminimaareplottedagainsp; in FigureslOand
11. Themaximadecreasandthe minimaincreasesubstantiallyfor
somelinks, but lesssofor otherswherethe spectrumestimatesre
alreadycloserto flat atthelowestloads.

4.6 Dependence:An LRD PlusNoiseModel

Thebehaior of thespectrunmestimatesspecifically theincreasen
theminimumwith load, suggesta componenmodelfor sizesand
inter-arrivals that providesinsight into the changein dependence
with load.

Let Zy; beeitherthe h; or g; seriesfor blockb. Zy; hasmean0
andvariancel. Let p, (f) bethe power spectrum.Thenthe model

is
Zy; =1 — 0,5 + \/@be‘,

whereNy; is awhite noiseserieswith mean0O andvariancel, S;
is along-rangedependenserieswith mean0 andvariancel, and
6y is theminimumof p, (f), so

0<6, <1

The power spectrumof /8, Ny; is flat and equalto 6, andthe
power spectrunmof /1 — 6,5y is equalto

po(f) — .

An estimate,§(h),,, of 6, for h; in block b is provided by the
minimum of the spectrumestimate,ﬁb(f); similarly, for ¢;, an
estimatef,),, is provided by the minimumof Qy(f). ThusFig-

ures10 and11 graph10 logm(@(h)b) and10 logm(@\(q)b) against
load. As we saw, theestimatesendto O decibels.

An interestingquestionis whetherwe can,to a goodapproxima-
tion, take the statisticalpropertiesof S; to be the samefor all b.
Thespectrunof Sy; is

o (f) — 6
1—-6, ’
sothe questionis whetherthis spectrunis approximatelythe same

for all b. To checkthis, we plotted estimatef this spectrumfor
h; andg; in all blocksagainstf; theestimatesire

10%17:() _ g,
1-— é\b
and
100-1@b(f) _ (/g\b
1-6,
For eachlink separatelyve foundtheestimatedor h; to besimilar
to oneanotheracross; the samewastruefor g;, sofor eachlink

it appearsreasonableéo supposethat Sy; hasthe samestatistics
across for h; aswell asfor g;.

The componenimodelis a simple modelthat allows easyinter-
pretationof thelong-rangedependencef h; andof s;, andhow it



Packet Inter-Arrival Time

2 4 6 8 10 12 14

| | | | | | | | | | |
Harvard Columbia 2

| |
Colorado 2

— 3 ~ 0.0
. il :/ﬂ
- . i -05
-
m
o) - - -1.0
=]
5]
[}
°
~ — - -15
> :
8. Bell Labs Columbia 1 Colorado 1
= 0.0 ~
c . ¢t
w . : a .
8) .
9 05+ .. o
Ml T
LY
-1.0 ) o
-15 . —
T T T T T T T T T T T T T T T
2 4 6 8 10 12 14 2 4 6 8 10 12 14

Log Packet Rate (log base 2 p/s)

Figure 6: Inter-Arri val: Estimatesof log entropy are plotted againstthe log packet rates for the standard blocks.

Packet Size

2 4 6 8 10 12 14

| | | |
Harvard Columbia 2

| |
Colorado 2

_ . )
- . . . - -1
. -2
o] e
[}
= . - -4
(8}
[}
AN -5
>
8. Bell Labs Columbia 1 Colorado 1
— 0 I . —
Ll 1 e "\ L
[@)]
o
=4 5 L
_3 — [
4 - ! -
-5 — -
T T T T T T T T T T T T T T T
2 4 6 8 10 12 14 2 4 6 8 10 12 14

Log Packet Rate (log base 2 p/s)

Figure 7: Size: Estimatesof log entropy are plotted againstthe log packet rates for all blocks.



Packet Inter-Arrival Time

2 4 6 8
[

10 12 14
1 1 1

Harvard

| | I
Columbia 2

| |
Colorado 2

Bell Labs

Columbia 1

Colorado 1

Log Spectrum Maximum (decibels)

Figure 8: Inter-Arri val: The maxima of the log spectrum estimatesare plotted againstthe log packet rates for the standard blocks.

10 12 14 2

Log Packet Rate (log base 2 p/s)

Packet Size

2 4 6 8 10
O A H |

10 12 14

Harvard Columbia 2 Colorado 2
—
0 i L
(]
Q .
S "
(] ] 3 -
o
N—r .
£ ] ok
> I
£ it
?Eé ] Bell Labs Columbia 1 Colorado 1 B
§ 20 H « et -
p—
=]
D
o 15 =
[9))]
(@]
o 10 + * —
- . .
. 1 . v
5 \5\3\3 1\# -
& .
0 - ® ' -
T T T T T T T T T T T T T T T T T T
2 4 6 8 10 12 14 2 6 8 10 12 14

Log Packet Rate (log base 2 p/s)

20

15

10

20

15

10

Figure 9: Size: The maxima of the log spectrum estimatesare plotted againstthe log packet rates for all blocks.



Log Spectrum Minimum (decibels)

Packet Inter-Arrival Time

2 4 6 8 10 12 14
| | | | | | | | | | | | | | |
Harvard Columbia 2 Colorado 2
- B2
iy K OISR o
_ ¢ L
Bell Labs Columbia 1 Colorado 1

10 12 14

T T T
10 12 14

Log Packet Rate (log base 2 p/s)

Figure 10: Inter-Arri val: The minima of the log spectrum estimatesare plotted againstthe log packet rates for the standard blocks.

Packet Size
2 4 6 8 10 12 14
| | | | | | | | | | | | | | | |
Harvard Columbia 2 Colorado 2 o
/zf.
. /. v - -2
I._':
- - -4
- - -6
- - -8
Bell Labs Columbia 1 Colorado 1

Log Spectrum Minimum (decibels)

T T T T T T T T T T T T T T T
10 12 14 2 4 6 8 10 12 14

Log Packet Rate (log base 2 p/s)

Figure 11: Size: The minima of the log spectrum estimatesare plotted againstthe log packet rates for all blocks.



changewwith load. For eachlink, eachseriess amixtureof afixed
long-rangedependenseriesplus noise. As the loadincreasesthe
varianceof the noisegoesto 1, andthe varianceof thelong-range
dependenseriesgoesto 0. Oneimportantimplicationis thatthe
spectrumvery closeto the origin is alwaysthe same. But the be-
havior atthe origin determineghe Hurstparametei# [24]. This
suggestshatastheloadincreasesH remainsconstantor atleast
closeto it, eventhoughthelong-rangedependencdecreasesT his
saysthat H is not by itself an effective measureof long-rangede-
pendenceandthata measurén the spirit of 8 is neededaswell.

4.7 Dependence:TCP:0.5Blocks

The resultsfor the standardblocks just shavn, also hold for the
inter-arrivalsof the66 TCP:0.5Bell Labsblocks.Figure12 graphs
estimatef the Weibull shapeparameteragainstp;,; the shapein-

creasesoward 1 asfor the standardlocks. Figure 13 graphsen-
tropy on the decibelscaleagainstp;,; the entropy tendsto 0 asfor

the standardlocks. Figure14 graphsthe maximumspectrumesti-
mateagainsips, andFigurel5graphsthe minimumagainsips; the
spectruntendsto thatof white noiseasfor the standardlocks.

4.8 Methods

A quantileof orderw of adistribution,where0 < » < 1, isanum-
bersuchthata fractionu of thedistributionis lessthanor equalto
(or approximatelylessthan or equalto) the number Supposeve
have a setof n measurements; wherez; is the smallest,zs is
the next smallestandsoforth. Thenwe take z; to be the quantile
of order(z — 0.5) /n. To determinevhetherthe empiricaldistribu-
tion of the datais well approximatedoy a theoreticaldistribution
suchasthe exponential,we plot z; againstthe quantile of order
(¢ — 0.5)/n of the theoretical,and checkto seeif the patternis
linear This quantileplot is an extremely powerful tool becauset
shavs all of theinformationin theempiricaldistributionandallows
usto effectively judgehow well thetheoreticalistributionapprox-
imatesthe empirical, and shavs wherethe problemlies when it
doesnot. Quantileplots wereusedheaily to studythe empirical
distributionsof ¢; andg;.

We developedamodelto estimatehe power spectraof the paclet
variablesh; andg; in the presencef long-rangedependencefpr

thesizeandinter-arrival processeghelong-rangalependenceauses

rapid changein the spectrumnear f = 0. The methodis based
on smoothingthe periodogram.Supposehe numberof obsera-
tions of a paclet variableis n. The following stepsare carried
out: (1) computethe periodogram/( f) at the Fourierfrequencies
fx = k/n, for 0 < fi < 0.5; (2) averagethe periodogramin
non-overlappingblocks of size5 (droppingthe last block if there
arefewerthan5 in theaverage) andaveragethefrequenciesn the
sameway, which resultsin averagedperiodogranvaluesi( fi.) at
m equally-spacedveragedrequenciegfy, for k = 1tom; (3) take
log basel0 andmultiply by 10 (sothatunitsarein decibels),and
thencorrectfor expectecbiasby adding0.448,yielding L(f); (4)
smooththe L( fx) usingloessto form thelog power spectrumesti-
mateat eachdesiredf. Theloessestimateat f resultsfrom fitting
the L(fx) for fi closeto f by a parametridunction, andevaluat-
ing thefit at f. It isimportantin usingloessto choosea parametric
family thatapproximateshetruespectruriocally waswell aspos-
sible. FARIMA modelshave anadditive termin the log spectrum
consistingof a constantimes

9(u) = log,q(4sin” (wu)),

which introducessubstantiatunvaturein thelog spectrummearthe
origin, but is smoothelsavhere[15]. Sinceour paclet spectraex-
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hibit this behavior, the L(fi) aresmoothedoy loessasa function
of g(fx), usinga quadraticas the local regressionfunction. The
fit, though,is thenplottedagainstf. This resultsin amuchbetter
fit thansmoothingdirectly asa quadratidunctionof fj. Theloess
smoothingparametemas0.5, choserby studyingthe residualsof
the fitting; this smoothingparametemwasthe largestthat did not
introduceunacceptabldistortionof the spectrum.

5. FIXED-LENGTH COUNTS

It hasbeencommonin theanalysisof Internettraffic datato study
paclet countsandbyte countsin fixed-lengthintenals [23]. Such
countswould not readily reveal our results,which are basedon
study of the paclet variablest; ands;. More generally studying
fixed-lengthcountsis not suficient to fully understangbaclet pro-
cesseswhich are definedby the paclets sizesand inter-arrivals.
We will addresghe generalissue,and then discussone specific
technicalissueregardingour results.

5.1 General

Network devicesprocesacletsasthey arrive, andservicetimes
dependon paclet size. The paclet variablesdiscussedhere,t; and
sj, arethe defining variablesof paclet processes.They charac-
terize paclet processe termsof whatdevicesdo with paclets.
Byte countsandpaclet countsin fixed-lengthintervals do not cor-

respondo somethingypically doneby network devices,which do

notwait for afixedlengthof time andthenprocessvhatis there.

Byte countsand paclet countsin a sequencef fixed-lengthin-
tervals canbe derived from ¢; ands;, but we cannotgett; ands;
from asequencef byteandpaclet countsexceptin thedegenerate
casewherethe intenvals are infinitesimally small, and the counts
are0 or 1 in eachinterval, whichwould make thecountsequivalent
to ¢t; ands;. This doesnot renderbyte andpaclet countsuseless
becaussét is possibleto get someinsightinto the behaior of ¢;
ands; from paclet andbyte counts.But if whatwe wantis afun-
damentamodelinganddescriptionof paclet processesye will in
theendneedto studyt; ands; for afull understanding.

5.2 Inter-Arri vals and Load

Countswould notreadilyreveal the maginal distribution of ¢; and
its changewith load. It is simpleandstraightforvardto studyinter-
arrival measurementdirectly, but surely not simpleto infer their
distribution throughthefilter of fixed-intenal paclet counts.

Countswould notrevealthe changen long-rangedependencef
theinter-arrivalswith load. We needsomemild assumptionso ar-
guethis. Supposehe arrivals, a(,);, of pacletson awire arethe
n-fold superpositiorof n sourcearrival processeay; for k = 1 to
n, wherethe sourceprocessesre stationaryand generatednde-
pendentlyof oneanotherfrom the samepopulationpoint process.
Independencef the sourcess quiteareasonablassumptiorif the
link devices,or ary otherdevicesthatcarry a large fraction of the
traffic on thelink in question,do not experiencemorethanminor
congestion.We canthink of thetraffic sourcesasindividual users
or asgroupsof individual users.

Supposeave countarrivalsin fixed-lengthtime intervals. Let N,
be the countsthat arisefrom the k-th sourceprocessin intenal
i, andlet N(,); be the countsin interval ¢ for the n superposed
processed.et u bethemeanof Ny;.
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Theautocwarianceof NV; atlagr is

o = E@kiitr) = W)WV —p)
' E(Nki — p)?

Now

n
Ny = Z Nii
k=1

andthe Ng; are independentcrossk, so the autocwarianceof
Nny; atlagr is alsoc;..

Lett(,); betheinter-arrival timesof then-fold superpositiorpro-
cess. The mamginal distribution anddependencstructureof t,,;
canchangewith n anddoesso with a certainregularity. In fact,
supposehat the sourceprocessesvere renaval processesyhich
would meanthattheinter-arrival timesfor eachwould beindepen-
dent. From standardresultsin the superpositiorof renaval pro-
cesses(,); would tendto Poissor{8] with n. This meanghatthe
t(n); Would tendto exponentialandindependentas» getslarge.
Of course sourcetraffic paclet inter-arrivals arenotindependent,
becauseaswe have seenjnter-arrivalsaredependenatlow loads.
But this standardresultfor renaval processegan be expectedto
hold even whenthe inter-arrivals aredependent.n fact, we have
demonstratedhis empirically in our paper But, aswe have just
demonstratedthe paclet count processin fixed-lengthintenals
cannoteven hint at the result, provided our mild assumptionsre
true.

This might seemlike a contradictionbecauset suggestshatfor
renaval processesve have two results,onethat suggests Pois-
sonlimit, andonethatsuggestadependenpoint processrom the
counts.Theresolutionis thatthecountsin eachinterval grow with-
outboundwith n, but the standardeneval resultsarelocal andap-
ply to afixed numberof arrivals. We would arguethatfor Internet
devices,which procespacletsoneby one,andnot in blocksthat
grow without bound thefixednumberof arrivalsaretheright con-
ceptualframevork. This is borneout by queueingresultswhich
shav that open-loopgqueueingof empirical paclet tracestendsto
thatof Poissorwith independenservicetimes|[2].

6. SUMMARY

The statisticalpropertiesof 946 blocksof two paclet variables—

inter-arrival time andsize— arestudiedfor 6 links: two 100mb/s
Ethernetlinks andfour OC3 ATM links. The paclet ratesrange
from 1.7 paclets/sedo 13255paclets/sec.

At low rates,the inter-arrival times have mamginal distributions
thatarewell-approximatedby Weibull distributionswith longerup-
per tails than the exponential,and the inter-arrivals and sizesare
long-rangedependentFor eachlink, asthe paclet rateincreases,
the Weibull mamginal distribution of the inter-arrivals tendsto an
exponential,and the dependencef eachof the two paclet vari-
ablesdecreasesWhile dependencappearsn the variableseven
at the higherratesof eachlink, the amountof dependences very
small. Thusatthehigherratesthepacletinter-arrivalsarenearlya
Poissorprocessandthe paclet sizesarenearlyindependentThus
paclet queueingat higherratescanbe expectedo behae lik e that
of Poissorarrivalswith independenservicetimes.

The inter-arrival mamginal distribution was studied,in detail, by
quantileplots. Having establishethroughtheplotsthattheWeibull
wasa goodapproximationthe shapeparametewasestimatedor
eachblock by maximumlikelihood. Thenthe shapesvererelated

to the paclet ratesto establishthat the mamginal distribution con-
vergedto the exponentialastherateincreased.

Thetime dependencef theinter-arrivalsandsizeswasstudiedby
estimatingthe power spectrumof eachfor eachof the 946 blocks.
A methodof spectrumestimationbasedon a local fitting model
was developedto ensurethat the estimatedid not distort the ex-
tremecunatureneartheorigin thatoccursdueto long-rangedepen-
dence Checkdor distortionwerecarriedoutby graphingresiduals
againstfrequeng. Dependencavascharacterizedjualitatively by
graphinglog spectrumestimatesagainstfrequeng. Dependence
wascharacterizeduantitatvely by threemeasurebasednthelog
spectrumestimates:entrofy, maximum,andminimum. A simple
LRD-plus-noisecomponenmodelis developedthatprovideseasy
interpretationof the long-rangedependenceand how it changes
with load.
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