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ABSTRACT
Theburstinessof Internettraffic wasestablishedin pioneeringwork
in the early 1990s,which demonstratedthat packet arrival times
arenot Poisson,andpacket andbyte countsin fixed-lengthinter-
valsarelong-rangedependent[17, 20]. Herewe demonstratethat
theseresultsareoneendof a continuumof traffic characteristics.
At theotherendarePoissonbehavior andindependence.Ourstudy
focuseson packets,whatdevicesactuallysee;we studythestatis-
tical propertiesof packet inter-arrival timesandpacket sizes. As
thetraffic loadincreases— that is, asthenumberof simultaneous
transportconnectionsincreases— arrivalstendto Poissonandsizes
tendto independence.Morespecifically, long-rangedependenceof
inter-arrivalsandsizesdecreasesto independence,andthemarginal
distributionof inter-arrivalstendstowardexponential;thishappens
(1) throughtime on a singlelink astheloadincreasesdueto daily
variation,or (2) at a singlepoint in time asthe load increasesgo-
ing from lightly loadedlinks at theedgesof theInternetto heavily
loadedlinks at the core. Convergenceis rapid; the packet traffic
getsquitecloseto Poissonandindependentloadsfar lessthanthe
maximumwe observe.

1. FOCUS
This article focuseson packet traffic on Internetlinks. We study
two traffic variables,packet sizeandpacket inter-arrival time. Let��� bemeasurementsof thepacket sizeson a link in a singledirec-
tion where ���	� correspondsto the first arriving packet, ����

to the second,andso forth. Let � � be measurementsof the inter-
arrival timeswhere���� is for thetime betweenpackets1 and2,����
 is for the time betweenpackets2 and3, andso forth. We
will supposethatbothvariablesarestationarytime seriesin � over
shortblocksno largerthan5 minutes.

Wefocusonpacket traffic variablesbecauseit is packetsthatnet-
work devicesmustsendandreceive,andtheburstinessof traffic as
seenby the devicesis determinedby the statisticalcharacteristics
of � � and��� . Soourgoalis to characterizeasthoroughlyaspossible
thestatisticalpropertiesof thesevariables.It is for this reasonthat
wedonotstudypacketor bytecountsin fixed-lengthtimeintervals.
As we will demonstrate,it is not possibleto readilydeterminethe
statisticalpropertiesof thepacket variablesfrom suchcounts.

We focuson empiricalstudyto derive our resultsaboutchanges
in traffic with load,analyzingpacket headertracesfor 6 links. We
rely heavily on mathematicalstatisticalmodels,but they arevali-
datedby thedata.Thisempiricalstudyis necessaryto establishthe
results. Theory is importantfor understandingpacket processes,
andwe will invoke theory, but it is not enoughto determinethe
statisticalcharacteristicsof packet processes.Dependingontheas-
sumptionsmadeaboutthesourcetraffic, theoreticalargumentslead
either to burstinessor smoothnessasthe load increases;this was
recognizedin thevery beginning in the initial work on long-range
dependenceof Internettraffic [17].

For eachof the two packet variables � � and � � , we study the
marginaldistribution andthetime dependence.Westudymarginal
distributionsusingquantiles(percentiles).We study time depen-
denceusingthe power spectrum,the Fourier transformof the au-
tocovariancefunction; for thevariable� � , we first transformsothe
thatthemarginaldistribution is ����������� , thatis, normalwith mean
0 andvariance1, thenwe estimatethe power spectrumusingthe
transformedvalues � � ������� � � . We studymarginal distributions
anddependencefor many shortblocksseparately, andthendeter-
minehow thestatisticalpropertieschangewith the traffic load. If
arrivalsarePoisson,thenthe � � have anexponentialmarginal dis-
tribution,andthe ����� � � arewhitenoise,sothepower spectrumis a
constant.If the ��� areindependent,thenits powerspectrumis con-
stantaswell. Closenessto Poissonarrivalsandindependentsizes
will beof greatimportancein ourstudy.
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Thedriver of thechangingstatisticalpropertiesis superposition,
or statistical� multiplexing: an increasedinterminglingof packets
from differenttransportconnectionsasthenumberof simultaneous
connectionsincreases.For convenience,we measureload over a
block of time, not directly by theaveragenumberof simultaneous
connections,but ratherby asurrogatemeasure,thepacket rateover
theblock.

2. PREVIOUS RESULTS
Long-rangedependenceandnon-Poissonarrivalshave beenestab-
lishedasimportantcharacteristicsof Internettraffic undercertain
circumstances.Specifically, the � � and � � can be long-rangede-
pendentandthe � � canhave a marginal distribution thathaslonger
tails thantheexponential.All of theseproperties,whenthey occur,
contribute to an increasedburstinessof packet traffic comparedto
whatit wouldbeif thearrivalswerePoissonandthesizesindepen-
dent. Realisticportrayalof traffic characteristicsis importantfor
designingInternetalgorithmsandprotocols.

The discovery of long-rangedependenceasan elementof Inter-
net traffic beganwith two early articles[17, 20]. The first shows
thatpacket countsandbytecountsin time intervalsof fixedlength
on an EthernetLAN are long-rangedependent.The secondana-
lyzesmany traffic variablesincluding packet inter-arrivals on two
links connectingLANs to therestof theInternet;it shows that the
packet inter-arrival times have a marginal distribution whoseup-
pertail is longerthantheexponential,andconfirmsthelong-range
dependenceof packet interval counts.

Sincethen,otherwritings suchas [9, 12, 21] have corroborated
and investigatedthe long-rangedependenceand non-exponential
behavior with a varietyof otherInternetmeasurements.For exam-
ple, [21] shows that inter-arrival timesarelong-rangedependent
and throughwavelet modeling, investigatesthe propertiesof the
dependence.Modelsof sourcetraffic have beenput forwardto ex-
plain the traffic characteristics[9, 13, 18, 25]. The mathematics
canget intricatebut the intuition is straightforward. The sizesof
transferredfiles utilizing a link vary immensely;to a goodapprox-
imation, theuppertail of thefile sizedistribution is Paretowith a
shapeparameterthat is oftenbetween1 and2. This meansthereis
a nonnegligible probabilityof thetransferof a file thatis consider-
ably largerthanthesizestypically transferred.If thishappenswith
high enoughfrequency for files large enoughto have a substan-
tial impactamidstthe otheraggregatelink traffic, thenthe result
is burstyactivity. It hasbeenarguedthat this burstinessincreases
the lengthsof packet queuescomparedwith Poissonarrivals and
independentsizes,althoughtherehasbeensomedebateaboutthe
magnitudeanddetailedcausesof theeffect [11, 14,19,22].

A critical issueis whetherburstybehavior extendsacrosstoday’s
entire Internet from lightly loadedLANs to heavily loadedcore
links. For a heavily loadedlink, canthe large transfershave suf-
ficient impact to causeburstiness?So far, therehasbeeninsuffi-
cientempiricalwork to reacha conclusion.Specifically, therehas
beeninsufficient empiricalstudyof thedetailedstatisticalproper-
ties of packet inter-arrivals andpacket sizesas a function of the
load. Therehave beena numberof theoreticaldiscussionsabout
possibleimplicationsof increasesin load [1, 3, 10, 11]. Theload
dependsontheamountof superposition(statisticalmultiplexing) of
traffic sources,soonecanstudytheimplicationsof moreandmore
superposition.The problemis that resultsdependheavily on the
assumptionsabouttheindividual traffic sourcesbeingsuperposed,
and theorycan producedifferent burstinessresultsdependingon

theassumptionsthataremade.In fact,all of this wasappreciated
at theveryonsetof studiesof long-rangedependence;adiscussion
is givenby [11], whoconcludewith thestatement:“This is clearly
anissueof practicalimportance,andthereis considerablescopefor
furtherwork.”

Recently, thestatisticalpropertiesof anumberof traffic variables,
measuredon a singleInternetlink betweena large local network
andtherestof theInternet,havebeenrelatedto load,establishinga
pervasivenonstationarityin thevariablesin whichfundamentalsta-
tistical properties,suchasshapesof marginal distributionsandau-
tocorrelations,changewith theload [2, 7]. In this articlewe focus
onpacket variablesandextendthenonstationarywork by studying
six Internetlinks with considerablyhighermaximumloadsthanin
[2, 7].

3. DATA
We analyzemeasurementsof packet sizesand inter-arrival times
for six Internetlinks thatcomefrom threesources.

3.1 Bell Labs Database:OneLink
Onedatabaseon which we draw arisesfrom packet headercollec-
tion ona 100mb/sEthernetlink connectinga Bell Labsnetwork of
about3000hostswith therestof theInternet.For HTTP, all clients
areon the insideof thenetwork andall serversareon theoutside,
soinboundpacketsarefrom serversandoutboundarefrom clients.
Data collection began on 11/18/1998,and continuesthroughthe
present.Altogether, thereare20 billion packetsthathave beenor-
ganizedin thedatabaseinto 1 billion TCPconnectionflows.

For this database,we studiedpackets just for HTTP. The data
cover theperiod1/1/00through2/16/00.TheHTTP packetswere
takento bethosefor which theserverport is 80. Webroke thetime
spanof 46 daysinto 5 minuteblocks. For the analysispresented
here,we selecteda randomsampleof 500 blocksconstrainedso
that the log packet rateswerewithin a certaintoleranceof being
uniformly spacedfrom theminimumto themaximumlog rate.We
studiedbothinboundandoutboundpacketprocessesseparately, but
presentjust inboundresultshere;outboundresultsaresimilar. The
inboundloadfor the500blocksvariesfrom 1.7packets/sec(p/s)to
452p/s.

3.2 Harvard Database:OneLink
Our seconddatadatabaseis very similar to that arising from the
Bell Labslink. Thesourcein thiscaseis a link connectingHarvard
University to the rest of the Internet. The link speedis also100
mb/sandwealsostudyjust incomingHTTPpackets.Thedatabase
consistsof measurementsfor 100blocks,each60seclongandcol-
lectedfrom 12/21/2000to 12/22/2000.Thepacket raterangesfrom
101 p/s to 1224p/s, so the maximumloadsarehigherthanthose
availablein theBell Labsdatabase.

3.3 NLANR Database:Four Links
Our third databasedraws on a very largedatabaseof tracesavail-
able at the National Laboratoryfor Applied Network Research
(www.nlanr.net)anddevelopedundertheauspicesof theNational
ScienceFoundationNLANR/MOAT Cooperative Agreement(No.
ANI-9807479). We obtained5 tracesmeasuredon an OC3 ATM
link at ColoradoStateUniversity in Ft. Collins, Colorado,and5
tracesmeasuredon an ATM link at ColumbiaUniversity in New
York City, from theperiod09/01/2000through11/05/2000.These
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traceswereselectedfor eachsitesothatthelog packet rateswould
have a reasonablespacingon thelog scale.

Eachtraceis about80 seclong, andcontainedpacketsfrom two
links (or two directions),so altogetherwe have four links. Un-
like theBell LabsandHarvarddatabases,westudysizesandinter-
arrivalsof all packetsfor theNLANR database.We broke thedata
for eachtraceandeachlink into 5-secondblocks. For Colorado,
the result is 86 blocksfor eachlink; loadsfor the first link range
from 913 p/s to 13255p/s, and for the second,from 1012p/s to
12224p/s.For Columbia,theresultis 87blocksfor eachlink, with
loadsrangingfrom 452 p/s to 6858p/s andfrom 759 p/s to 6620
p/son thetwo links.

3.4 DatabaseSummary
Altogether, we have 946 blocksof packet sizesandpacket inter-
arrival timesfor 6 links. Thepacket rates  !#" for $ = 1 to 946range
from 1.7 p/s to 13255p/s, which covers a wide rangeof loads.
We will studyeachof the links separately. But therearetwo dis-
tinct groupsof verysimilar links. Onegroupis Bell LabsandHar-
vardwherethelinks are100mb/sEthernet,andwestudyincoming
HTTP packets. Thesecondgroupis NLANR, wherethe links are
OC3 ATM, andwe studyall packets. Becauseof the differences
in protocols,andthedifferentpacket processesstudied,we expect
somewhatdifferentresultsfor thetwo groups.

4. RESULTS
For eachof the946blocksof sizeandinter-arrival time measure-
ments,we carryout analysesof themarginal distribution andtime
dependenceof � � andof � � . For eachof the6 links separately, we
thenrelatetheblock resultsto theblock packet rates,or loads, %!#" .
But our methodsof presentingthe dataalsoshow how the block
resultsdependon loadoverall for all links collectively.

For low rates,TCPdynamicscanaffectthestatisticalpropertiesof
inter-arrivalswhenloadsarelow. For theBell Labsblocks,which
includemany blockswith quite low rates,TCP effectswereevi-
dent in the estimatesof spectraat the lower rates. Most effects
wereminor. However, 66 blocksrevealedsignificantenoughTCP
effectsto setthemasidefor their own analysis,althoughwe used
the samemethodsof analysisas for the “standard”blocks. We
presentresultsfrom their analysisseparatelyin Section4.7. The
sameoverall resultof thestandardblocks,convergenceto Poisson
andindependence,occursfor these66 blocksaswell, but thepat-
tern of convergenceis somewhat different, requiringthe separate
analysis.SignificantTCPeffectsdid notappearfor blocksat other
links, becausetheratesaretoohighfor individualTCPconnections
to show a significanteffect.

4.1 Mar ginal Distrib utions
Wedonotreportonthemarginaldistributionof the ��� in detailhere
becauseit doesnot displaymarked changeswith the rate; it does
changewith the link, however, reflectingthe natureof the source
traffic. For example,if a link hasmostly webserverson thesend
sideandwebclientson theotherside,thentherewill bea greater
fractionof packetswith 1460bytesof data,anda smallerfraction
of ACK packetswith 0 bytesof data,thanif senderandreceiverare
reversed.

We usedquantileplots [4] to studythe structureof the marginal
distribution of the � � , particularlyWeibull quantileplots [7]. Let& bea randomvariablethathasa Weibull distribution with shape

parameter' andscaleparameter( . Then � &*) (+�-,.�0/ where / is
a unit exponential.Soif '1��� , & hasanexponentialdistribution.
For '324� , theuppertail of & is longerthanthatof theexponential.

The Weibull quantileplots showed that the Weibull providesan
excellentfit to theempiricaldistribution of the � � . For thebottom
5% of the data,the valuesarehigherthanexpectedfor a Weibull
becausethe minimum inter-arrival time must be greaterthan the
transittime of thepacket with theminimumsize.But thediscrep-
ancy is minor.

Weestimatedtheshapeparameterfor eachblockusingmaximum
likelihood [16], andfoundtheestimatesrangedacrossblocksfrom
0.30to 1.16.Figure1 graphstheshapeestimatesagainstthelog of
theblock packet ratesfor eachlink.

Theshapeestimatesin Figure1 increasewith thelog packet rate
for eachlink. For the ColumbiaandColoradolinks theshapees-
timatesarein the vicinity of 1 for the highestlog rates;so at the
highestratesoverall, thepacket inter-arrival distribution is well ap-
proximatedby theexponential.

4.2 Dependence:Power Spectrum
Weusethepowerspectrumto characterizethetimedependence—
in particular, the long-rangedependence— of thesizesandinter-
arrivals. Let 56��78� bethecovariancefunctionof eitherseriesat lag7 . Thenthelog power spectrum,on thedecibelscale,is

���:9<;6=?>A@ BDCEFHG+I C 56��78�#JK;MLN
�O�78P?QR�
wherethe frequency P rangesfrom 0 to 0.5. The units for P are
cycles/inter-arrival for the inter-arrivals,andcycles/packet for the
sizes.

We first transform� � for eachblock to a time series,� � �S����� � � ,
whoseempiricalmarginal distribution is �����#�K��� , and thencarry
out the spectrumanalysisusing � � . SupposeTVUW�X/Y� is the sample
distributionfunctionof the � � in ablock. Let Z\[Y�X/Y� bethequantile
functionof a �����#�K��� randomvariable,that is, / is theprobability
that the randomvariableis lessthanor equalto Z\[]�X/Y� . Thenthe
transformationis � � ��Z\[^��T U ��� � �-� . The reasonfor the transfor-
mationis thefollowing. Thespectrumconveys thebehavior of sec-
ondmoments;for a stationarynormaltime series,thedependence
is characterizedby secondmoments,so the power spectrumis a
completedescriptionof dependence.For example,if theautocorre-
lationsareall 0, thentheseriesis independent.Thetransformation
is invertible so we canfor any neededpurposetransformbackto
theoriginal scale.

For � � , becausethedistributionhasatoms(accumulationsof many
observationsat specificvalues),we do not transformto normality;
becausethe deviation from normality is discretenessratherthana
highly skeweddistribution suchasthatfor ��� , secondmomentsdo
an adequatejob of characterizingdependence.However, just for
convenienceof interpretationandplotting results,we do adjustthe
sizesto have samplemean0 andsamplevariance1 by subtracting
their meanandthendividing by their samplestandarddeviation.
For ��� , 0 correlationsdo not strictly speakingimply statisticalin-
dependence,but weusetheterm“independence”anyway sincewe
expectnearindependencewhennoautocorrelationis present.

In the following we let _`�APN� and ab�APN� denotethe log power

3



0.4
c0.6
c0.8
c1.0

2
d

4
e

6
f

8
g

10 12 14

Bell Labs

..... .......
.
..........

.
..... ...
.
.. .......
.
.... ........
..... .
.
.
..

.
...
.
. .
.... ..... ......
.

..
.. .. ..

....
.

.
...... ......
..

.
. ... .. ...

.
.......
.
.. ..... ..... .

.
.... .
...
.

...
.

......
.

. .
......
.

....
....... .. ...
.
.

.
...............

........
..... ..
..............
.....
.

..........
.. ... ....
.......
.
........
........

.
..
.............
... ...........
.

...
............. .
......
......
. .

............
.... .........
.............................
......

Columbia 1
h

........
....
.
.
.....

......
.
.................
..............
.
............

...............
..

2
d

4
e

6
f

8
g

10 12 14

Colorado 1
h

..................
..................
..............
..
................

.................

Harvard

.
....
....
.
.......

......
..
......
...........
.. ...........
..........................
........
...........

2
d

4
e

6
f

8
g

10 12 14

Columbia 2
h

....
.............. .

.........
.
.....

.........
.
......
..................

.................

0.4
c0.6
c0.8
c1.0

Colorado 2
h

..................

..............................
..
.................................

Log Packet Rate (log base 2 p/s)

W
ei

bu
ll 

S
ha

pe
 P

ar
am

et
er

Packet Inter-Arrival Time

Figure1: Inter -Arri val: Estimatesof the Weibull shapeparameter are plotted againstthe log packet rates for the standard blocks.

spectraof � � and � � , respectively.

4.3 Dependence:SpectrumEstimation
For eachblock $ we form anestimate %a " �APN� of a " �APN� andanesti-
mate %_ " �APN� of _ " �APN� . Theestimationis carriedoutby fitting local
regressionmodels [5, 6], but we alter the standardproceduresto
providefor long-rangedependence,whichresultsin arapidlyrising
log spectrumas P tendsto 0. Thedetailsaregiven in Section4.8.
Basedontheestimates,wehaveobservedthreetypesof spectrafor
the 946 blocks— the standardspectrum,andtwo typesof TCP-
affectedspectra.TheTCP-affectedspectraoccurmostlyfor packet
inter-arrivalsatBell Labs.

Figure 2 graphs %_ " �APN� against P for 3 standardblocks, all for
theBell Labslink. Figure3 graphs %a " �APN� in thesameway, again
for 3 Bell Labsblocks. For both, the packet rates,shown at the
top of eachpanel,increasefrom low to high in going from left to
right. For all estimates,thelow frequencieshave thelargestpower
andthespectrumdecreasesmonotonicallywith P . This is a result
of persistencein the inter-arrival andsizes— positive autocorre-
lations. The greaterthe amountof power at low frequencies,the
furtherout thepersistenceextends;thatis, asa functionof lag, the
autocorrelationsdecreasetoward 0 moreslowly. For both %_ " �APN�
and %a " �APN� , as %!#" increases,the relative amountof low-frequency
power decreases;the estimatesapproacha flat log spectrum,the
log spectrumof whitenoise.At high frequencies,thelog spectrum
increasestoward0 with %!#" , andat low frequenciesit decreasesto-
ward0. This meansthe � � and �-� areapproachingindependence.
This descriptionis, of course,qualitative,but shortlywewill study
quantitative measuresof dependence.

For a singleTCPconnection,packet inter-arrivalscanshow very
regularbehavior dueto TCPoperation;theregularbehavior results
in peaksin thepower spectrumof a singleconnection.If ratesare
low, thepeakscanstill comethroughin thespectrumestimatesof
thesuperposedtraffic, but astheratesincrease,theinterminglingof
packetsof differentconnectionseventuallywashesout theregular
behavior. Two typesof TCP behavior have beenobserved in the
estimates %_ " �APN� . The first resultsin a minor departurefrom the
behavior of the standard %_ " �APN� ; the departureis a small peakat
0.2 cycles/inter-arrival, so we groupthe blockswith this TCP:0.2
behavior with thestandardblocks.ThesecondTCPtype,however,
a peakat 0.5cycles/inter-arrival, canresultin a majordepartureof%_ " �APN� from the standardbehavior; by major departure,we mean
a peakwith a significantamountof power. 66 blockshadsucha
significantpeakat 0.5 cycles/inter-arrival, andwe set themaside
for their own analysisin Section4.7.

Figure4 shows %_ " �APN� for aBell Labsblock with theTCP:0.2ef-
fect. Theestimateshave the sameoverall decreasein power with
frequency, but in addition,thereis apeakat0.2cycles/inter-arrival.
Thecauseis theHTTP 1.0transferof smallfiles from oneor more
servers. Thecritical aspectof thesesmall files is that they require
only onepacket to transmitbecausetheir sizeis lessthanthemax-
imum segmentsize which is typically 1460 bytes. Thesesmall
files are, for examples,“not-modified” or “not-found” messages
resultingfrom cachevalidationrequests,smallGIF files,andsome
dynamicallygeneratedweb pages.Also, the client requestfile is
almostalwayscontainedwithin a singlepacket. Supposewe have
a sequenceof suchtransfers. In a typical TCP implementation,
eachtendsto produce,from theserver, 5 packets:(1) SYN/ACK in
three-wayhandshake; (2) ACK of client HTTPrequestpacket; (3)
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datapacket for thesmall file (4) FIN; and(5) ACK of client FIN.
The interp -arrival timesbetweenpackets1-2 and4-5 are typically
greaterthanor equalto the round-triptime, andbetween2-3, and
3-4 areoften closeto 0, relative to the round-triptime. Also, the
time betweenpacket 5 of oneconnectionandpacket 1 of thenext
connectioncanbeshortor long. Theexactnatureof thesepackets
andtimesmaydependon theparticularTCPimplementation.But
whatever they are,if thetimepatternsareconsistent,thentheresult
is a sequenceof groupsof inter-arrivalseachwith a similarpattern
thatwill tendto inducea peakin thespectrum.For this Bell Labs
block,thegroupsof 5 inter-arrivalsfrom the5-packetgroupsabove
giveapeakat1 cycleper5 inter-arrivals,or 0.2cycles/inter-arrival.
Thereis ampleopportunityfor suchregularsequencesbecauseon
the Bell Labs network, about60% of all HTTP connectionsare
thesesmall file transfers.However, while suchpeaksin thespec-
trum occuroccasionallyfor low rates,themagnitudeof thepeaks
is quite small, andthe behavior of the spectrumis otherwisejust
like thatof thestandardbehavior.

Figure5 shows %_ " �APN� for aBell Labsblock with theTCP:0.5ef-
fect. If oneor moreextremely large files aretransferred,andthe
rateis otherwisequite low, thenTCPwill tendto senddatapack-
ets in pairs,separatedby a relatively longer time interval, so the
result is an alternatingsequenceof shortandlongerinter-arrivals
whichcreatesapeakatthemaximumfrequency, 1 cycleper2 inter-
arrivals,or 0.5 cycles/inter-arrival. We screenfor this behavior by
selectingblocks for which the valueof %_ " ����q rM� minus the mini-
mumof %_ " �APN� is greaterthan4 decibels.Theresultis 66blocks.

4.4 Dependence:Entropy
A standardmeasureof theamountof randomnessin a time series,s � , with power spectrumtV�APN� , is theentropy, thegeometricmean
of tV�APN� . Thelog entropy, on thedecibelscale,is


:u @Hv w@ �K�x9<;6=?>A@y�zt��APN�-�^{|P?q (1)

The entropy is the varianceof the error of linear predictionofs � from the infinite past:
s � I > � s � IN} �HqKqKq . The entropy is less

thanor equalto the varianceof
s � . If it is equalto the variance,

theseriesis uncorrelated(or independentif theseriesis normally
distributed).If theentropy is 0, theserieshassomuchdependence
thatit is perfectlypredictablefrom theinfinite past.Both � � and � �
havevariance1, sotheirentropy is lessthanor equalto 1, andtheir
log entropy is lessthanor equalto 0.

Foreachblock $ , wecomputedlogentropy estimatesfor � � and���
from Equation1 with %_ " �APN� or %a " �APN� in placeof ���:9<;6= >A@ �ztV�APN�-� .
Figure6 graphstheentropy estimatesagainst9<;M= } �|%!#" � for thestan-
dardblocksandfor � � ; Figure7 makesthesameplot for � � . For
both packet variables,the log entropy increasessubstantiallywith
load,soin eachcase,dependenceis substantiallyreduced.For the
Columbia,Colorado,andHarvard links, the log entropy estimates
for both seriesarein thevicinity of 0 for thehighestloads,so � �
and ��� arecloseto independent,at leastasmeasuredby theentropy.

4.5 Dependence:Maxima and Minima
Figures2 and3, plotsof %_ " �APN� and %a " �APN� againstP , show thatas
theloadincreases,thepowerat low frequenciesdecreasestoward0
decibels,thepowerathighfrequenciesincreasestoward0 decibels,
and the estimatesfor eachpacket variabletend to the log power
spectrumof white noise,which is 0 at all frequencies.To quantify

this further, we studythemaximumandminimumpower for each
estimateover a grid of frequencies.

We computed %_ " �APN� and %a " �APN� for eachblock at 500 equally
spacedfrequenciesfrom 0.001to 0.5, and then found the maxi-
mum andminimum of eachestimate.The maximaof %_ " �APN� are
plottedagainst%!#" in Figure8, andthe maximaof %a " �APN� , in Fig-
ure9. Similarly, theminimaareplottedagainst%!#" in Figures10and
11. Themaximadecreaseandtheminimaincreasesubstantiallyfor
somelinks, but lesssofor otherswherethespectrumestimatesare
alreadycloserto flat at thelowestloads.

4.6 Dependence:An LRD PlusNoiseModel
Thebehavior of thespectrumestimates,specifically, theincreasein
theminimumwith load,suggestsa componentmodelfor sizesand
inter-arrivals that provides insight into the changein dependence
with load.

Let
s " � beeitherthe � � or �-� seriesfor block $ . s " � hasmean0

andvariance1. Let t " �APN� bethepower spectrum.Thenthemodel
is s " � ��~ ����� "��Y" ��� ~ � " � " � �
where � " � is a white noiseserieswith mean0 andvariance1, � �
is a long-rangedependentserieswith mean0 andvariance1, and� " is theminimumof t " �APN� , so���R� " �4�6q
The power spectrumof � � " � " � is flat and equalto � " , and the
power spectrumof � ����� "��^" � is equaltot " �APN�V��� " q

An estimate, %�y����� " , of � " for � � in block $ is provided by the

minimum of the spectrumestimate, %_ " �APN� ; similarly, for � � , an
estimate,%� �z�W� " , is providedby theminimumof %a " �APN� . ThusFig-

ures10 and11 graph ���:9<;6= >A@ � %� ����� " � and �K�+9�;M= >A@ � %� �z�W� " � against
load.As we saw, theestimatestendto 0 decibels.

An interestingquestionis whetherwe can,to a goodapproxima-
tion, take the statisticalpropertiesof �Y" � to be thesamefor all $ .
Thespectrumof �Y" � is t " �APN�V��� "���`� " �
sothequestionis whetherthisspectrumis approximatelythesame
for all $ . To checkthis, we plottedestimatesof this spectrumfor� � and ��� in all blocksagainstP ; theestimatesare�K� @Hv >���+� ����� � %� "��� %� "
and �K� @Hv >y�� � ����� � %� "��� %� " q
For eachlink separatelywefoundtheestimatesfor � � to besimilar
to oneanotheracross$ ; thesamewastrue for � � , so for eachlink
it appearsreasonableto supposethat �^" � hasthe samestatistics
across$ for � � aswell asfor � � .

The componentmodel is a simplemodel that allows easyinter-
pretationof thelong-rangedependenceof � � andof � � , andhow it

6
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Figure6: Inter -Arri val: Estimatesof log entropy are plotted againstthe log packet rates for the standard blocks.
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Figure8: Inter -Arri val: The maxima of the log spectrumestimatesare plotted againstthe log packet rates for the standard blocks.
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Figure9: Size: The maxima of the log spectrumestimatesare plotted againstthe log packet rates for all blocks.
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Figure10: Inter -Arri val: The minima of the log spectrum estimatesare plotted againstthe log packet rates for the standard blocks.

-8

-6

-4

-2

0
�

2
�

4
�

6
�

8
�

10 12 14

Bell Labs

.

....

.

..
.

.

.

. .
..
.

.

.

.

.
.
.

.

.

.

.
.

.
..

.. .
.
.

.

..
.

.
.
.

.
.
.
..

.

..

.

.

...

.

.

.

..

.
... ..

.. .
.

.

..
.
..

.

.
.
...

.
....

.
.
.

.

.
.

. .

.
.

.

.

.
.

.
.

.
.

. .

..
.

. .

.

..
. .

..

.

.. .
.
.

.
.
.

.

.

....
.
.
..

. ..
. ...
.

. ..
.

. .
.

.

.. ... .
. .
.
. .

.
.
..... .

.
..

.

...

.
.

.

.

.
.
. ...
.

..
... ...
.
.

. ....
.
.

.

..
.
...

.

.. ......
.
.
.
.

.
.

.
.

.

. ....

.

.

.

. .
....... ........ ..

.....
..
.....
.
.
.
..
..

.. .

.

......
.
.
..

.

..
.

.

.

... ..

..

.
.

.
...

.

....

.
.......
.

.
.
.

...
......
.

. ..

...
......
.
.

..

..
..
....
.
.

.... ..
..
.
.
.

...
.
.
...
.
..
...
.
...
.
.. ..........
..... ......
....... ....
........
.. ..........
...
.
... .........
..
.
...
.
.
....
.......
..........
......

Columbia 1
 

............
.
..
....

..................................

..................................

2
�

4
�

6
�

8
�

10 12 14

Colorado 1
 

.....

....

.......
..

..................................
..................................

Harvard

..
.......
..
.

.....

..
.
.
.

.
.
. ......
.........
.... ....
..
.....
........
...

.
...
.........
.
....
................

2
�

4
�

6
�

8
�

10 12 14

Columbia 2
 

......
..
.
.
...
..... .

....................................................................

-8

-6

-4

-2

0
�Colorado 2

 
.....
.
..
.
..
..
.
....

...................................................................

Log Packet Rate (log base 2 p/s)

Lo
g 

S
pe

ct
ru

m
 M

in
im

um
 (

de
ci

be
ls

)

Packet Size

Figure11: Size: The minima of the log spectrum estimatesare plotted againstthe log packet rates for all blocks.
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changeswith load.For eachlink, eachseriesis amixtureof afixed
long-rangedependentseriesplusnoise.As the load increases,the
varianceof thenoisegoesto 1, andthevarianceof thelong-range
dependentseriesgoesto 0. Oneimportantimplication is that the
spectrumvery closeto the origin is alwaysthesame.But thebe-
havior at theorigin determinestheHurstparameter_ [24]. This
suggeststhatastheloadincreases,_ remainsconstant,or at least
closeto it, eventhoughthelong-rangedependencedecreases.This
saysthat _ is not by itself aneffective measureof long-rangede-
pendence,andthata measurein thespirit of � is neededaswell.

4.7 Dependence:TCP:0.5 Blocks
The resultsfor the standardblocks just shown, also hold for the
inter-arrivalsof the66TCP:0.5Bell Labsblocks.Figure12graphs
estimatesof theWeibull shapeparameteragainst%!#" ; theshapein-
creasestoward1 asfor thestandardblocks. Figure13 graphsen-
tropy on thedecibelscaleagainst%!#" ; theentropy tendsto 0 asfor
thestandardblocks.Figure14graphsthemaximumspectrumesti-
mateagainst%!#" , andFigure15graphstheminimumagainst%!#" ; the
spectrumtendsto thatof white noiseasfor thestandardblocks.

4.8 Methods
A quantileof order / of adistribution,where���¨/©�4� , is anum-
bersuchthata fraction / of thedistribution is lessthanor equalto
(or approximatelylessthanor equalto) the number. Supposewe
have a setof ª measurements«N¬ where « > is the smallest,« } is
thenext smallestandsoforth. Thenwe take « ¬ to be thequantile
of order �XY����q r6� ) ª . To determinewhethertheempiricaldistribu-
tion of the datais well approximatedby a theoreticaldistribution
suchas the exponential,we plot «?¬ againstthe quantileof order�X®�¯�#q r6� ) ª of the theoretical,andcheckto seeif the patternis
linear. This quantileplot is anextremelypowerful tool becauseit
showsall of theinformationin theempiricaldistributionandallows
usto effectively judgehow well thetheoreticaldistributionapprox-
imatesthe empirical, and shows wherethe problemlies when it
doesnot. Quantileplotswereusedheavily to studythe empirical
distributionsof � � and ��� .

Wedevelopedamodelto estimatethepowerspectraof thepacket
variables� � and � � in thepresenceof long-rangedependence;for
thesizeandinter-arrivalprocesses,thelong-rangedependencecauses
rapid changein the spectrumnear P4�°� . The methodis based
on smoothingthe periodogram.Supposethe numberof observa-
tions of a packet variable is ª . The following stepsare carried
out: (1) computetheperiodogram±N�APN� at theFourier frequenciesP F �²7 ) ª , for �¯2°P F �	��q r ; (2) averagethe periodogramin
non-overlappingblocksof size5 (droppingthe last block if there
arefewer than5 in theaverage),andaveragethefrequenciesin the
sameway, which resultsin averagedperiodogramvalues ³±N� ³P F � at´ equally-spacedaveragedfrequencies³P F , for 7 = 1 to ´ ; (3) take
log base10 andmultiply by 10 (so thatunitsarein decibels),and
thencorrectfor expectedbiasby adding0.448,yielding µ¶� ³P F � ; (4)
smooththe µ¶� ³P F � usingloessto form thelog power spectrumesti-
mateat eachdesiredP . Theloessestimateat P resultsfrom fitting
the µ¶�·³P F � for P F closeto P by a parametricfunction,andevaluat-
ing thefit at P . It is importantin usingloessto chooseaparametric
family thatapproximatesthetruespectrumlocally waswell aspos-
sible. FARIMA modelshave anadditive termin the log spectrum
consistingof a constanttimes¸ �X/Y�+�¯9<;6= >A@ �X¹:L-º<» } �XO^/Y�-���
which introducessubstantialcurvaturein thelog spectrumnearthe
origin, but is smoothelsewhere[15]. Sinceour packet spectraex-

hibit this behavior, the µ¶� ³P F � aresmoothedby loessasa function
of ¸ � ³P F � , usinga quadraticas the local regressionfunction. The
fit, though,is thenplottedagainst ³P F . This resultsin a muchbetter
fit thansmoothingdirectly asa quadraticfunctionof ³P F . Theloess
smoothingparameterwas0.5,chosenby studyingtheresidualsof
the fitting; this smoothingparameterwas the largestthat did not
introduceunacceptabledistortionof thespectrum.

5. FIXED-LENGTH COUNTS
It hasbeencommonin theanalysisof Internettraffic datato study
packet countsandbytecountsin fixed-lengthintervals [23]. Such
countswould not readily reveal our results,which are basedon
studyof the packet variables� � and � � . More generally, studying
fixed-lengthcountsis not sufficient to fully understandpacket pro-
cesses,which are definedby the packets sizesand inter-arrivals.
We will addressthe generalissue,and then discussone specific
technicalissueregardingour results.

5.1 General
Network devicesprocesspacketsasthey arrive, andservicetimes
dependonpacket size.Thepacket variablesdiscussedhere,� � and� � , are the definingvariablesof packet processes.They charac-
terizepacket processesin termsof what devicesdo with packets.
Byte countsandpacket countsin fixed-lengthintervalsdo not cor-
respondto somethingtypically doneby network devices,whichdo
notwait for a fixedlengthof timeandthenprocesswhatis there.

Byte countsandpacket countsin a sequenceof fixed-lengthin-
tervalscanbederivedfrom � � and � � , but we cannotget � � and � �
from asequenceof byteandpacketcountsexceptin thedegenerate
casewherethe intervals are infinitesimally small, and the counts
are0 or 1 in eachinterval, whichwouldmakethecountsequivalent
to � � and � � . This doesnot renderbyteandpacket countsuseless
becauseit is possibleto get someinsight into the behavior of � �
and � � from packet andbytecounts.But if whatwe want is a fun-
damentalmodelinganddescriptionof packet processes,we will in
theendneedto study � � and � � for a full understanding.

5.2 Inter -Arri vals and Load
Countswould not readilyrevealthemarginaldistributionof � � and
its changewith load.It is simpleandstraightforwardto studyinter-
arrival measurementsdirectly, but surelynot simpleto infer their
distribution throughthefilter of fixed-interval packet counts.

Countswould not reveal thechangein long-rangedependenceof
theinter-arrivalswith load.We needsomemild assumptionsto ar-
guethis. Supposethearrivals, ¼ � [ � � , of packetson a wire aretheª -fold superpositionof ª sourcearrival processes¼ F � for 7 = 1 toª , wherethe sourceprocessesarestationaryandgeneratedinde-
pendentlyof oneanotherfrom thesamepopulationpoint process.
Independenceof thesourcesis quitea reasonableassumptionif the
link devices,or any otherdevicesthatcarrya largefractionof the
traffic on the link in question,do not experiencemorethanminor
congestion.We canthink of thetraffic sourcesasindividual users
or asgroupsof individual users.

Supposewe countarrivals in fixed-lengthtime intervals. Let � F ¬
be the countsthat arisefrom the 7 -th sourceprocessin interval , and let � � [ � ¬ be the countsin interval  for the ª superposed
processes.Let ½ bethemeanof � F ¬ .
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Figure 12: Inter -Arri val: Estimatesof the Weibull shapepa-
rameter areplotted againstthe log packet ratesfor the TCP:0.5
blocks.
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Figure 13: Inter -Arri val: Estimatesof log entropy are plotted
againstthe log packet rates for the TCP:0.5 blocks.
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Figure 14: Inter -Arri val: The maxima of the log spectrum es-
timatesareplotted againstthe log packet rates for the TCP:0.5
blocks.
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Figure15: Inter -Arri val: The minima of the log spectrum esti-
matesare plotted against the log packet rates for the TCP-0.5
blocks.
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Theautocovarianceof � F ¬ at lag Å is5HÆÇ�ÉÈ ��� F � ¬ËÊ Æ � ��½V�H��� F ¬ ��½��È ��� F ¬ ��½�� } q
Now � � [ � ¬ � [EFKG > � F ¬
and the � F ¬ are independentacross7 , so the autocovarianceof�.� [ � ¬ at lag Å is also 5KÆ .

Let �H� [ � � betheinter-arrival timesof the ª -fold superpositionpro-
cess.Themarginal distribution anddependencestructureof � � [ � �
canchangewith ª anddoesso with a certainregularity. In fact,
supposethat the sourceprocesseswererenewal processes,which
would meanthattheinter-arrival timesfor eachwouldbeindepen-
dent. From standardresultsin the superpositionof renewal pro-
cesses¼ � [ � � would tendto Poisson[8] with ª . Thismeansthatthe��� [ � � would tend to exponentialandindependentas ª getslarge.
Of course,sourcetraffic packet inter-arrivals arenot independent,
because,aswehave seen,inter-arrivalsaredependentat low loads.
But this standardresult for renewal processescanbe expectedto
hold even whenthe inter-arrivals aredependent.In fact, we have
demonstratedthis empirically in our paper. But, aswe have just
demonstrated,the packet count processin fixed-lengthintervals
cannoteven hint at the result,provided our mild assumptionsare
true.

This might seemlike a contradictionbecauseit suggeststhat for
renewal processeswe have two results,one that suggestsa Pois-
sonlimit, andonethatsuggestsadependentpointprocessfrom the
counts.Theresolutionis thatthecountsin eachinterval grow with-
outboundwith ª , but thestandardrenewal resultsarelocalandap-
ply to a fixednumberof arrivals. We would arguethatfor Internet
devices,which processpacketsoneby one,andnot in blocksthat
grow withoutbound,thefixednumberof arrivalsaretheright con-
ceptualframework. This is borneout by queueingresultswhich
show that open-loopqueueingof empiricalpacket tracestendsto
thatof Poissonwith independentservicetimes[2].

6. SUMMARY
Thestatisticalpropertiesof 946blocksof two packet variables—
inter-arrival time andsize— arestudiedfor 6 links: two 100mb/s
Ethernetlinks and four OC3 ATM links. The packet ratesrange
from 1.7packets/secto 13255packets/sec.

At low rates,the inter-arrival times have marginal distributions
thatarewell-approximatedbyWeibull distributionswith longerup-
per tails than the exponential,and the inter-arrivals andsizesare
long-rangedependent.For eachlink, asthepacket rateincreases,
the Weibull marginal distribution of the inter-arrivals tendsto an
exponential,and the dependenceof eachof the two packet vari-
ablesdecreases.While dependenceappearsin the variableseven
at thehigherratesof eachlink, theamountof dependenceis very
small.Thusat thehigherrates,thepacket inter-arrivalsarenearlya
Poissonprocess,andthepacket sizesarenearlyindependent.Thus
packet queueingat higherratescanbeexpectedto behave like that
of Poissonarrivalswith independentservicetimes.

The inter-arrival marginal distribution wasstudied,in detail, by
quantileplots.HavingestablishedthroughtheplotsthattheWeibull
wasa goodapproximation,theshapeparameterwasestimatedfor
eachblock by maximumlikelihood. Thentheshapeswererelated

to the packet ratesto establishthat the marginal distribution con-
vergedto theexponentialastherateincreased.

Thetimedependenceof theinter-arrivalsandsizeswasstudiedby
estimatingthepower spectrumof eachfor eachof the946blocks.
A methodof spectrumestimationbasedon a local fitting model
was developedto ensurethat the estimatedid not distort the ex-
tremecurvatureneartheorigin thatoccursdueto long-rangedepen-
dence.Checksfor distortionwerecarriedoutby graphingresiduals
againstfrequency. Dependencewascharacterizedqualitatively by
graphinglog spectrumestimatesagainstfrequency. Dependence
wascharacterizedquantitatively by threemeasuresbasedonthelog
spectrumestimates:entropy, maximum,andminimum. A simple
LRD-plus-noisecomponentmodelis developedthatprovideseasy
interpretationof the long-rangedependenceand how it changes
with load.
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